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2. SIEM J—)LIZDINT

1. SIEM Y—LIFATURZA A0 B3 TI—RELTEISINTEY . ARL—2(E,. EETO
TGS LBAVR—=LEanfza v E1—4h5 SIEM Y —N\Zad DY) #RITTEET,
2. AJOEZ: OJICEMRERRT L EHDT | BLUTEEFBRIAHYET .
ZFOWThMN 1 DFELIETRTERIRLT, THVRKR—MEEZTITENTEETS,
> BREOY: RELEIVRRAVMDURREELIC, BREABRESNEBHEEShEAD
. FEEABREN TR EINGE T RTOBRENEENFT,
> RO BRELEZIVERAVEDURREELIZ TBEARESN - IBREDANEE
NET, OFT7MIVICIE, EREMN 1 T EICRESNET . BROBRESh A o=

BRIREINFEFEA,
> BERHR RELEIVERAVEDYRAREELIZ. XD 32D IT7MIVEET EEER
NEENET,

o BEWER: VATLEN—KITT7DIER
o TIVT—ia ViER: AV A—=ILENTWNSTT)r—av DR+
o TYIT—MER: TYITT—rDIEH (Microsoft 77 /r—a> D #)



==

-A
om
2 Z

D .= txOne”

networks

3. AR & - SIEM Y—/\TODHE

QRadar THDERE

1. ATY—REATEERLETS,

a. [Admin]—[DSM Editor] MEIZZ')v-L. [Select Log Source Type] [EHE T [Create

New] #7vILFET,
b. CORTI—RELTDEHEEELET,

Select Log Source Type

Choose an existing Log Source Type to modify, or create a new Log Source Type

Log Source Type Name
Trend Micro Portable Security 3

Cancel

2. ATY—REERBLET,
a. [Admin]—[Log Sources] DIEIZ4')v- L. [Log Sources] EmE T [Add] 0 vILFE

-g-o

€ Log Sources - Google Chrame = O
A Not secure /console/do/core/genericsearchlist?’appName=eventviewer8lpageld=SensorDevicelist

1, This interface will be unavailable in future versions of QRadar. Download the new QRadar Log Source Management App from the IBM App Exchange.
Don't Show Me Again  Remind Me Later

Ssarch For: | Group ~ | All Log Source Groups Go ¥ Edt [%]EnableiDissble ) Delete  Bulk Actions ¥ iy Extensions &, Parsing Order [ Assign (2]

Log Log Last " | Average
Name | Desc | Status  Protocol = Group | Source | Enabled | Source TSl | Cregibiity Autodisce Event ~CTEAUON Mogificali ppgy oq
Type Identifier Time Minute)
Jul 1,20, May 27, .. |Jund 2. N/A

TMPS3 ... | TLS sysl... | Success | TLSSyslog Trend Mi... | True 10.1.192... eventcol... | 5 False

b. hDELEFHREEBIC. BETOTSLNAIVA—=ILEN-a0E21—42D IP 7L R
% [Log Source Identifier] ICAALFET,
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c. ®EFE®%. [Admin] 2T (Z# L. [Advanced]—[Deploy Full Configuration] DIEIZ%

ND. 5D

€ Log Sources - Google Chrome

A Not secure |

Edit a log source

tExOne™

networks

/console/do/sem/maintainSensorDevice?dispatch=edit8lappName=eventviewer8pageld=SensorDevicelist&has5earched =falsedlid= |

(-T\ This log source uses an undocumented profocol. IBM Support cannot troubleshoot problems with receiving event data. Events received by an undocumented protocol may be in a
format unrecognized by the DSM. Use the DSM Editor to resolve any parsing issues.

Log Source Name
Log Source Description

Log Source Type

Protocol Configuration
Log Source Identifier

TLS Listen Port 1§
Authentication Mode
Certificate Type &
Maximum Connections e
TLS Protocols @

Enabled

Cred

ity

Target Event Collector

Coalescing Events
Store Event Payload

Log Source Extension

TMPS3 TLS syslog
TLS syslog for TMPS3.

Trend Micro Portable Security 3

Generate Certificale v

TLS 1.2 and above v

eventcollectord - localhost v

Select an Extension

Please select any groups you would like this log source to be a member of:

DyH LT ERLE=aSY—REBRIELET,

IBM QRadar Security Intelligence - Community Edition

Dashboard Offenses

Admin

» System Configuration
» Data Sources

Remote Networks and
‘es Configuration

)oepioy Changes | Advanced ¥

(E} £ Restar Web Server

Custom Assel Properiies

Assets Clean SIM Model

Data Sources

Events

T @

DSM Editor WinGollect

e (@

Log Seurce Parsing
Crdering

Flows
%

Flow Sources

Flow Sources Aliases

Custom Actions

Define Actions

Custom Event Properties

Log Activity  Network Activity Assets Reports

i

Log Sources

8

Event Retention

A

Custom Flow Properties

)

Log Source Extensions

a0
Data Obfuscation
Management

%

Flow Retenfion

J

Log Source Groups

-

adar
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3. QRadar MEEAET 7/ I/L% SIEMY—)LIZOE—LF T,
a. TLSHEStESh-07 %X ETBIZIF. VF4T UM SIEM H—/\DFERET 7L
NIBHETY,
b. QRadar MEEBAZE I 74 LI, /opt/gradar/conf/trusted_certificates [ZHYET,
c. /opt/qradar/conf/trusted_certificates/syslog-tls.cert Z SIEM *Y—JLD 74 /LA (2O
E—LT. config.ini IZE&&EN TS SIEM Y—ILDT7 A LG HRIELNS EEREZL
F9,
4. T4. SIEMY—ILTOEFEFIEIEZSHEL T, AY % QRadar ISEELET .
5. QRadar [ZRY.DSM T2 TOY #MEET,
a. [Log Activity] 92 voLEd,
b. [Add Filter] %"')v% LT, [Parameter] IZ [Log Source [Indexed]] %. [Operator] [Z
[Equals] ##4RL . [Log Source] ##EiRL T. SIEM Y—ILHSEESNI-ATER TR
LET,

Add Filter

uuuuuuuuu
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Splunk TDERE

1. RERAT . BHAT | BLVEERFRRICEHT S 3BEOATENENICHRITYIR

ZEMLEYS .

IR AUTYIREOT ERILARICT DRENHYFET .

f5]: scannedlog. detectedlog. assetinfo, applicationinfo. & &1 updateinfo

KNOWLEDGE

{"—, Searches, reports, and alert:
= @ Data models
Event types
Add Data Tags
- Fields
Lookups
N’i Liserinteriace

Settings *

\

DATA

Data inputs

Mageand receiving

ceration summanes

Virtual indexes
Source types

20

per page ¥

Home Path = Frozen Path = Status =
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New Index X

General Settings

ndex Name
ata Typ: tet
Home Pa
Path
Thawed Path
Data Integrity Check Disable
Max Size of Entire Index -
dax Size -
HotV old Bucke
Frozen Path
App

Storage Optimization

Tsidx Retention Policy Enable Reductior le Reduction

m foneet

RITRS FIBICH ST HTTP AR PILIRERELET,

Settings v

Local inputs

Type
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rce Type = Index =

Global Settinfis m

scannedlog

20 per page *

Status =

Enabled

Add Data e

Select Source
Files & Directories
Upload a file, index a local file. or monitor an entire directory.

HTTP Event Collector

tokens that clients ca

HTTPS.

TCP/UDP

Configure the Splunk platform to listen on a network port

< Back

Configure a new token for receiving data over,

Name

TMPS3 HEC

Source name override ?

Desceription ?

QOutput Group (optional)

optional

optional

TP. Learn More 2

None -
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ND. )

Add Data o o

Input Settings

Opticnally set additional input parameters for this data input as follows:

Source type

The source type is one of the default figlds that the Splunk
plattorm assigns to all incoming data. it tells the Splunk platform
what kind of data you've got, so that the Splunk platform can
farmat the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

App context

Application contexts are falders within a Splunk platform instance
that contain configurations for a specific use casa or domain of
data. App contexts imprave manageability of input and source
type definitions. The Splunk platform loads all app contexts

based on precedence rules, Learn More 12

Index

The Splunk platform stores incoming data as events in the

selected index. Consider using a "sandbox” index as a

destination if you have problems determining a source type for
your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can

always change this setting later. Learn More 12

input Settings

App Context

Select Alloweg  Available add all = | Selected item(s)e remave all
Indexes  Itemis) Bapplicationinio =
- B assetinfo

Bhistory Bdetectediog

Bscannediog

Flundatainfa

Default Index o Create a new index

Input Settings

Add Data =

Select Source

Review

Input Type ..o .. Token

[ ——— | ) | =

Source name override ........ N/A

Description .. - NA

Enable indexer acknowledg No

Qutput Group WA

Allowed Indexes applicationinfo -

Default index i
Source Type ...
App Context ...

updateinfo
. Automatic

. search

Revvicw

Automatic Select Mew

Search & Reporting (search) =
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3. [Token Value] % config.ini 774 JLDI[Splunk] Token /X5 A—AZaE—LFE T,

HTTP Event Collector

Data Inputs = HTTP Event Collector

1 Tokens App: All = filter Q
Mame * Actions Token Value =
TMPS3 HEC Edit Disable
A Delete

4. T4. SIEMY—IILTREEFIEIZSHLT, O % Splunk [TEELET,

Splunk IZRY SN =/ T I REREL T, SIEMY— /L oEESN-ATER
RLFET,

splunk

Search Analytics

New Search

1 index=" cece-:‘.e];cg'l

+ 10 events (6/30/20 11:00:00.000 PM to 7/1/20 11:40

SELECTED FIELDS

>

TN20
11:14:24.000 PM

tRisk=2

-JBFCTUNFO8S
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RSyslog TOERE

BE 9 H{E1E% RSyslog X EICELMRTEE T,

1. Syslog *vt—Y MDERTERFIZ <Priority> f§HE T R TOEEAYE—VITEHTZLVFE:
$ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat TI&7%i<,
$ActionFileDefaultTemplate RSYSLOG_SyslogProtocol23Format Z{# L T</=&
LY,

2. TEADXFITERLT HIZIE:
$EscapeControlCharactersOnReceive off Z X EL TLFEELY,

b DERFEZletclrsyslog.conf TIEIELT-1£. rsyslogd ZHBFEEIL TKFZELY,

4. SIEMY— L COEHEFIE
SR

EBIOTSLNAVAM—)LEn-aVE1—4

SIEM *Y—ILDERE

1. YITTAHNFET7AIVEED . SIEM-Tool 74 ILF EEUEIBRTICREFLET (fi:
C:¥work¥SIEM-tool¥),

¥ | config.ni

48 SIEM-tool.exe

2. SIEM-Tool 74 /LA T, «lconfig.ini 77 ILEHBEITH L THRS SIUMBIELE T,
a.  SIEM-Tool Z# /L% M4config.ini 77 A ILETX AT T4 THREET,
b. SIEM Y —/\DEREIZE HE Telconfig.ini ZIEELET
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config.ini DEXE

[Section] /A5A—%

[General Setting]

Startdate

Facility

InstalledFolder

Event=1xxx

Event=2xxx

Event=3xxx
LeefTimeFormat
[Splunk]
ServerAddress
ServerPort

Token

e |
Z0.ini Z7AIVIZIE, MR EMNVOMABESNTVET . AvURSA0A(043
Tx—AWBELCATIaVERELTY—ILERTTHE TRODRENLES
ShET,

VI)ERRT HSEMEEELET . VT DX RIET Startdate INSIREFETTY,
TE:

1. COEEZEICTSE. EEBTIOISLADOREEVEENSIT YA FHA
ShET,

2. SIEMY—ILHi5 SIEM ADOY DERENTT T 5L, COEIXEEMN
[CE#HINFET,

3. {FOJOEMIFZEIVEL—20O—HILEMICE - TELRYFET,
BALRA T (ZEDKOY DERETIS—IFEELLZNESITT BICIE,
BEAVEA—FEIEEBLERBTHLIIILET,

SIEM $—/\DaJ OATIVEEANT 5= DT7I ) T143—RERTBHIET
E

WX E (X LOG_LOCAL4 (20) TY .
EBITOTILDAV AL NEARELERLDEEIL. T IESZHIBRLT,
HMEDAVRA—ILEIZEH LET .

MERIAT DARUMIA T HNHAREDNERELANILTY,
CDRBARNVEDMEAREEIE. O T7AILRADRAT—RAPEERTHEAS.
REANVNDEREZHAILET .

MR IAT ARV T HMARENEKRELANILTY,
COEARVDOMBAZREEIL. AT I7MILADRT—ERAPERTHERAIN,
REARVODERELHNILES,

[EEBRIODT DARUMNIH T HMEARENDEKRELANILTY,

LEEF X DB OB DERETT .

Splunk @I+ DE&E

Splunk @ IP 7L RE[FHRA

Splunk D FHER—F

Splunk EDB@IEIZFERTBH—02
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[Section] /85A—%  EiBEA ‘

[QRadar] QRadar [T D& E
ServerAddress QRadar @ IP 7FL X FEF=[ERR M
ServerPort QRadar O fF#R—k
CertFile QRadar EDBEICERAYT HEAZTI7MILD/IR

[RSyslog]
ServerAddress RSyslog @ IP 7RL R EFz[ERR
ServerPort  RSyslog O #5#é7R—
Protocol RSyslog ®xvkT—470Oka)L (FR#EL UDP DA HHR—F)

5. SIEMY— LR A X

1. ARURTAVTAEEELET,
a. Windows 7 D&
i. F—/R—KT <Windows> F—%#LET,
i. TemdlEABDLFET,
ii. [cmd] ZH2VvIL, [EBEELTET] 20Uy LTavor7oyJhaEELE
ERS



==
-
om
» Z
0O

g tExOne™

networks

JOUSAL(1)

i and

m<(0)
WAL UTRGA)... B

SR - ERTIX)

A= A== BRT (V)
RO~ a L ORE(V)

EB(N) »
YomI(T)

ag-(c)

M22(0)

T 7 ANOREERL(Y)
T/ F1(R)
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b. Windows 10 D&
i. BEETFEDA=1—T Windows O3#H2)vILET,
i. RIRSNBAZ2—IBEHT.[AVYUR TOVTNE#EVIVILET,
iii. [ZDt]—-[BEEEHELTET] OIEISERLT, AR TAVTREEELET,

FAT

Eear7y

r "
™ X !
I2270-5- RYE JOoyTk % Visual Studio Code
5 WEALLTRSN
83 0 771 voeFER<

3 A7-MEVROTS

A$ REONE

3 929 K-LEV/ROHTS
ANYE JOUTH

. SupportTool

P WRIIR. SLAHLET

2. WEDIAILF %, SIEM-Tool.exe DNMREFESN TS TAHILFICEERBLET . RDELYIC
AHBLT. <Enter> F+—ZHLET,

C:¥> cd C:¥work¥SIEM-Tool

3. avRFTavTrOA—YILMR TSIEMY—ILIDTALIRIIZEDHYET,
-h AT EEELTROETAIRET 7MILAEA AL, <Enter> F—ZLTETLE

E
C:¥work¥SIEM-Tool> SIEM-Tool.exe -h
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4. INVT IEBRARTEINET,

Trend Micro Portable Security 3
(c) 2020 Trend Micro Incorporated. All Rights Reserved.

SIEM-tool.exe export --log=<log> --format=<format> [--date <from> <to>]
ip=<ip> | [--netmask=<netmask>]) [--hostname=<hostname>] [-d | --debug]

SIEM-tool.exe send --siem=<siem> --log=<log> [--startdate=<startdate>]
-—debug]

SIEM-tool.exe -h | —--help

SIEM-tool.exe -v | —--version

Arguments:
export Export logs from Management Program to a local directory
send Generate logs to a local directory and also send them to SIEM

Options:
-h, --help Show help screen

-v, —-version Show SIEM-tool version
-d, --debug Run in debug mode

--log=<log> Select type of log to be exported
(scannedlog | detectedlog | assetinfo | all)
e.g. —--log=scannedlog

--assetinfo=<assetinfo> Select type of Asset Info to be exported
(default all)
(assetinfo | applicationinfo | updateinfo | all)
e.g. ——assetinfo=assetinfo,applicationinfo
e.g. ——assetinfo=assetinfo
e.g. ——assetinfo=all

—-—format=<format> Select export log format (csv | leef)
e.g. ——format=csv

--siem=<siem> Input which SIEM platform you're uploading
to (gradar | splunk | rsyslog)
e.g. —--siem=qgradar

Filter entries by a range of dates (ddMMyyyy)
e.g. —--date 01012000 31122017

-—ip=<ip> Filter entries by host ip
e.g. ——ip=192.168.0.1

-—-netmask=<netmask> Filter entries by netmask
e.g. ——netmask=192.168.0.0/24

--hostname=<hostname> Filter entries by host name
e.g. ——hostname=france
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--startdate=<startdate> Specify the starting date to query

from "startdate"

e.g. —-startdate="2018-03-05 12:16:08"

5. —RILGA—RT—XR[IXRDEBYTY,
ITARTHOATZEIHRR—KIL., ¥R E®D LEEF 2 T QRadar 4 —/\ZEET
A

C:¥work¥SIEM-Tool> SIEM-Tool.exe send —--log=all --siem=qgradar

a.

TE:

1. [QRadar] £723a> DI RTOEREMNELLITON TSI EEHERELTZE
LY,

2. HiR—bEh B0, LEEF X TH SIEM H—/\ (QRadar/Splunk) ~m a4
DEEDHTT

AR RTa1—5%FAL. TRTOATEBHNICTIRR—AL T, MIEIRE

® LEEF 2 T Splunk IZ#{ET %:
i. BEMtTadIcERETAN\YFRI) T EAELET,

UTESEICLTIZALY,

[=] siem bat E3 |
1 ZECHO OFF
2 set root=C:\SIEM-tool
3 cd /D
4 STEM-tool.exe send --siem=splunk --log=all
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ii. Windows A=a—M5 [FRY RFPa—3] &ELET,

270U BER) BRY) A
e 2@
® 325 27925 @-N
(B35 FTa =5 547
4 | Microsoft
b ] Windows
] Windows Defender
1 WPD

iii. R R 1—50 [£8] 2T TA—HDHEREHRELET .

(@ siem_bat OF0/F+ (O=HIL 2>EB2—%=)

= [ h- 1w |26 [T | EE @)
ZBT(M): siem_bat
R ¥

FERSE: WIN-SRUSEFC2PJ¥ellen h huang
IREA(DX

tFalF« A e

BEV R TR ST B T

WIN-5RISEFC2PJT¥ellen_h huang

O 1-F-H0IAL LT B D RITIBA)

@ 2-H-HOHALTOSME MM DS TR TI 0N
[ MAD=FEETELLL (PRADNTPOEATEBMED —hl T 1=5- UY-203

|7 & s taTRT30 |

| 2-Y-grs—JOEEWL). |

] F#TLGLME) TBES(CY [Windows Vista™, Windows Server™ 2008 ~

ok ll#v:-t'lﬂ
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iv. [FIH—] 2T TR a—ILIZRSNIH—ZERELET,

RADORBEGY [AFIa-IMCED v/
wE
OB | S 420/2021 v 122850 PM 3 [7] B LY —ARENSTEINAR)
© #B8(0)
o) BEwW m¥ECX ' B
o BAM
FAgiE
O AENNZEETS (5>FL)K: 180 -
I @0EURIMEP): |1 4 . swesanaey |1 OM =
] HDELRERBORBIRTFOINTOSALERILTS
] BETDFETOMML): 3 BRa .
] w00 | 4/20/2022 | (122850 PM 5 CERH o TEMIE
[v] #3N(E)
[ ok ][ xetn |
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v. SIEM-tool.exe DARIZEEL/\YFAY)THT [#1F] ZXREL. [OK] &5
JyILET . REID/N\yFHRRTINNIE, HEIHRESNT-RERT
Splunk H—/\H 0T %#ZELET (fil: 5 52 &).

HFORE
cDRADTRITIHNERMEL TS,

(= e (Ot moan| [ (F0T5L0ME =
siem_bat ®70/(F« (O-N 22 -4~
b=

g | pygi= 191% 4 | -5
R |0y At | RE (RS BN T0U5L/2 T NP)

f’lD'&f'ES‘L’Z:?ﬂ/é. AADORBSHRCRE IS LN C¥UsersVellen h huang¥Desktop¥siembat $B(R).
195 leig 3 820nBM (3 7230XA)

7075L0) C¥Users¥ellen h husne¥Desk B (47230XT)

/

AN | (WR(E.) [ #5#0)

ok || %evta

c. 2000/01/01 A5 2017/12/31 £T® scannedlog & CSV X TcO—hILToL Ik
JIZTHRR—rT %:

C:¥work¥SIEM-Tool> SIEM-Tool.exe export —-log=scannedlog —--format=csv

--date 01012000 31122017

6. 7/\vJ 0T DPREFE

1. dATLavIZHmITTIS—DRREEL SO REANTBIET. TIN\VTE—KEH
MLET,

2. T1\wJ Ayt—T(d debug_log_SIEM-tool.txt IZIRESNFET,
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7. TMPS3 04’ ) LEEF XD EH
LEEF 2.0 DEXREHK

LEEF:2.0| RUA BB [/ A =30 [A AU R IDJARALAAU R E—T OYvY

HRBLARV =T Oy

* scannedlog

scannerVersion

scanEngineVersion

BERY—ERD/NA—ay

VAWRRRIVO D DIN—23y

5l Eil: ]
devTime H & devTime=Jul 10 2020 17:01:08
devTimeFormat HEFORR devTimeFormat=MMM dd yyyy HH:mm:ss
sev EXE sev=2
eventld AR ID eventld=1000
logID 045 D (—END¥—) logID={A125CB7E-6A6B-4E8C-8D73-
17CD67773CBE}
logVersion o5 m/3—23> (3.0) logVersion=3.0
startTime AR DRSS startTime=Jul 10 2020 17:03:42
(MMM dd yyyy HH:mm:ss)
endTime AR DIR T SRS endTime=Jul 10 2020 17:03:42
(MMM dd yyyy HH:mm:ss)
devicelD TINMRID devicelD={868057F8-ADDC-49AB-934C-
B5B88E704521}
deviceName TINA R4 deviceName=TMPS3
deviceVid USB T/ ADARUE ID deviceVid=2203
devicePid USB T/A\AADEF ID devicePid=3838
deviceSid USB T/AAAD Y7L ID deviceSid=BD0107089A38A920BD25

scannerVersion=1.61.1162

scanEngineVersion=12.0.1008
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a

L]

7l

patternVersion

hostName
hostDomain
userName
hostIP
hostMac

hostOS

scannedStatus

scannedFiles
infectedFiles
fixedFiles

scanTarget

exclusionPath

exclusionFile

comment

exclusionExtension

DAIRINE—2T7AILDIN—
oav

KR4

RARR ALY
RARORT (22— 4
KRR IPv4 7L R
RARD MAC 7KL R

RALD OS

HEDODRAT—ER

(Scan completed. Scan canceled.

Scan suspended)

BRRINE=T7MILOFER
BRELE=T77/ILDH
BEFHIT7AILDE

BRBEXRDA T3 (All, Quick,
Specified.
SafeLockApplicationLockdown)

3Ny (N TAV S
Ry Shf=o7404IL
[ZYANT Wit /N 2

FEREDar

patternVersion=14.557.0

hostName=DESKTOP-2EOANGR
hostDomain=NT AUTHORITY
userName=admin
hostIP=192.168.137.129
hostMac=00:0C:29:7A:88:6C

hostOS=Microsoft Windows 10 Enterprise Edition
(build 16299), 64-bit

scannedStatus=Scan completed

scannedFiles=23
infectedFiles=0
fixedFiles=0

scanTarget=Specified

exclusionPath=Specified
exclusionFile=c:¥users¥admin¥downloads¥test.txt
exclusionExtension=txt

comment=No threats found

scannedlog M4

LEEF:2.0|TrendMicro|PortableSecurity|3.0|devTime=Jul 10 2020 17:01:08 devTimeFormat=MMM
dd yyyy HH:mm:ss sev=2 eventld=1000 logID={06BFDC81-8E9F-4A07-AE95-C079B452C19B}
logVersion=3.0 startTime=Jul 10 2020 17:01:08 endTime=Jul 10 2020 17:01:09
devicelD={868057F8-ADDC-49AB-934C-B5B88E704521} deviceName=TMPS3 deviceVid=2203
devicePid=3838 deviceSid=BD0107089A38A920BD25 scannerVersion=1.61.1162
scanEngineVersion= patternVersion=14.557.0 hostName=DESKTOP-2EOANGR hostDomain=NT
AUTHORITY userName=admin hostlP=192.168.137.129 hostMac=00:0C:29:7A:88:6C



@) IREND 5

ExOne™

networks

hostOS=Microsoft Windows 10 Enterprise Edition (build 16299), 64-bit scannedStatus=Scan

completed scannedFiles=23 infectedFiles=0 fixedFiles=0 scanTarget=Specified

exclusionPath=Specified exclusionFile= exclusionExtension= comment=No threats found

* detectedlog

deviceVid

devicePid

deviceSid

hostName

hostDomain

userName

hostIP

hostMac

hostOS

USB F/ALZADARUA 1D
USB T/A1RDE S ID
USB T/ 2D )7L ID
KA

RRAMRALY
RRAROOS Ao 1—H 4
RARD IPv4 PRL R
RARD MAC 7RL R

RARD OS

3 L Ul
devTime =) devTime=Jul 10 2020 17:01:08
devTimeFormat BEORRK devTimeFormat=MMM dd yyyy HH:mm:ss
sev BEKE sev=2
eventld ARKID eventld=1000
loglD a4 ID (—ETHLEF—) logID={29FD789F-CA78-48FD-92B9-
E598F1187C2E}
logVerison ag m/N—3a (3.0) logVersion=3.0
startTime AR D EAIE RS startTime=Jul 10 2020 17:09:04
(MMM dd yyyy HH:mm:ss)
endTime AR DR T B endTime=Jul 10 2020 17:09:05
(MMM dd yyyy HH:mm:ss)
devicelD FINMA D devicelD={868057F8-ADDC-49AB-
934CB5B88E704521}
deviceName TINARE deviceName=TMPS3

deviceVid=2203

devicePid=3838
deviceSid=BD0107089A38A920BD25
hostName=WIN-JBFCTUNF08S
hostDomain=NT AUTHORITY
userName=james_chang
hostIP=192.168.137.251

hostMac=00:0C:29:6C:12:C3

hostOS=Microsoft Windows 7 Enterprise Edition

Service Pack 1 (build 7601), 32-bit




==

REND =3 EXOne”
ICRO * networks
5 B EA Bl
aggressivelLevel TILyI TR aggressivelLevel=0
threatName Z> D4R threatName=FILE_ADS
threatType ZEODIELE: threatType=0ther
threatRisk ZRHD)VRILANI threatRisk=2

(0: & 1: . 2: &)
takenAct B DIELE takenAct=Fix

(Fix. Ignore)
takenActResult MEBODHER takenActResult=Fixed

(Fixed. Unable to fix, Fixed at
restart. Ignored)

threatPath BZEHDINA threatPath=C:¥Users¥james_chang¥Desktop¥tes
t.zip

detectedlog M 45l:

LEEF:2.0|TrendMicro|PortableSecurity|3.0|devTime=Jul 10 2020 17:09:04 devTimeFormat=MMM
dd yyyy HH:mm:ss sev=2 eventld=2008 logID={29FD789F-CA78-48FD-92B9-E598F1187C2E}
logVersion=3.0 startTime=Jul 10 2020 17:09:04 endTime=Jul 10 2020 17:09:05
devicelD={868057F8-ADDC-49AB-934C-B5B88E704521}  deviceName=TMPS3 deviceVid=2203
devicePid=3838 deviceSid=BD0107089A38A920BD25 hostName=WIN-JBFCTUNF08S
hostDomain=NT AUTHORITY userName=james_chang hostIP=192.168.137.251
hostMac=00:0C:29:6C:12:C3 hostOS=Microsoft Windows 7 Enterprise Edition Service Pack 1 (build
7601), 32-bit aggressiveLevel=0 threatName=Eicar_test _file threatType=Other threatRisk=2
takenAct=Fix takenActResult=Fixed
threatHash=542f0327d3c2d3d2d6095321e80ca8850ac83816436df87fa9a87957cf774e 7e
threatPath=C:¥



(@) TREND

=

ExOne™

networks

e assetinfo
5l Bl il
sev EXE sev=2
eventld ARUKID eventld=3000
hostID RAKID (TMPS TE) hostID=554328661
hostName A% hostName=DESKTOP-DQVS8QS
domain FA1 domain=DESKTOP-DQVS8QS
Mac MAC 7EL 2 Mac=00:0C:29:DC:07:3A
P IPv4 7L R IP=192.168.137.235
(0153 (O] OS=Microsoft Windows 10 Enterprise Edition (build
19041), 32-bit
OSType Windows FE7=z I Linux OSType=W|NDOWS
vendorName Wz rA vendorName=VMware, Inc.
hwModel N—F9TF7ETIL

hwSerialNum

biosVersionAndDate

biosType
secureBoot

CPU
CPUArchitecture

processorsAndCores

physicalMemory
availableMemory

OSVersionAndBuild

OSServicePack

N—FDIT7DIIT7ILES

BIOS M /\—av AT

BIOS M7&%E
tF¥a7IT—+

CPU

CPU 7—%T5F %

JovyyEar

WIEAE)

EFARTREAEY

0S M/N\—2a B LR

OS M Service Pack

hwModel=VMware Virtual Platform

hwSerialNum=VMware-56 4d 7e 74 92 98 22 24-39
26 f9 86 65 dc 07 3a

biosVersionAndDate={INTEL - 6040000,
PhoenixBIOS 4.0 Release 6.0  }(Release Date:
2017-05-19 00:00:00.000)

biosType=UEFI
secureBoot=False
CPU=Intel(R) Core(TM) i7-9700 CPU @ 3.00GHz

CPUArchitecture=X64

processorsAndCores=NumberOfCores:
1 ,NumberOflLogicalProcessors: 1

physicalMemory=2096628KB

availableMemory=929560KB

OSVersionAndBuild=Microsoft Windows 10
Enterprise 10.0.19041

OSServicePack=1.0




(@) TREND

g tExOne™

networks

5 B %l
OSProductID OS O ID OSProductiD=00328-90000-00000-AAOEM
OSLanguage OSmhE:E

OSlInstalledDateAndTime

IEVersionAndBuild
IEServicePack

IEUpdateVersion

OS AU Rh—)LENT=H
is3

IE M/N—3 EE LR
IE @ Service Pack

IED7yTT—k\—23>

OSLanguage=en-US

OSlnstalledDateAndTime=05032020 11:18:20
IEVersionAndBuild=11.329.19041.0
|IEServicePack=KB4561603

IEUpdateVersion=11.0.195

windowsDirectory Windows T«4L 2k windowsDirectory=C:¥Windows
systemDirectory YATLTALIRY systemDirectory=C:¥Windows¥system32
systemDriveSize YRATLEIATYAR systemDriveSize=39GB
systemDriveAvailableSize < XTLRSATDERATRE

THA4X systemDriveAvailableSize=24GB
bootDrive EBES 17 bootDrive=¥Device¥HarddiskVolume1
timezone ALY~ timezone=UTC +08:00
systemDateAndTime YRTLOBR systemDateAndTime=10072020 11:41:21
loggedinAccount RyA>Thook loggedinAccount=abc
loggedinDomain A4 RA Y

loggedinDomain=DESKTOP-DQVS8QS

assetinfo MO l:

LEEF:2.0|TrendMicro|PortableSecurity|3.0|sev=2 eventld=3000 hostID=554328661
hostName=DESKTOP-DQVS8QS domain=DESKTOP-DQVS8QS Mac=00:0C:29:DC:07:3A
IP=192.168.137.235 OS=Microsoft Windows 10 Enterprise Edition (build 19041), 32-bit
OSType=WINDOWS vendorName=VMware, Inc. hwModel=VMware Virtual Platform
hwSerialNum=VMware-56 4d 7e 74 92 98 22 24-39 26 f9 86 65 dc 07 3a
biosVersionAndDate={INTEL - 6040000, PhoenixBIOS 4.0 Release 6.0 }(Release Date: 2017-05-
19 00:00:00.000) biosType=UEFI secureBoot=False CPU=Intel(R) Core(TM) i7-9700 CPU @
3.00GHz CPUArchitecture=X64 processorsAndCores=NumberOfCores:

1 ,NumberOfLogicalProcessors: 1 physicalMemory=2096628KB availableMemory=929560KB
OSVersionAndBuild=Microsoft Windows 10 Enterprise 10.0.19041 OSServicePack=



@) TREND 53 EXOne”

M1CRO * networks
OSProductiD=00328-90000-00000-AAOEM OSLanguage=en-US
OSinstalledDateAndTime=05032020 11:18:20 IEVersionAndBuild=11.329.19041.0
IEServicePack=KB4561603 IEUpdateVersion=11.0.195 windowsDirectory=C:¥Windows
systemDirectory=C:¥Windows¥system32 systemDriveSize=39GB
systemDriveAvailableSize=24GB bootDrive=¥Device¥HarddiskVolume1 timezone=UTC +08:00
systemDateAndTime=10072020 11:41:21 loggedinAccount=abc loggedinDomain=DESKTOP-
DQVS8QS

* applicationinfo

¢l BieA %l

sev EXE sev=2

eventld AR ID eventld=3000

hostID RAK ID (TMPS TE) hostlD=554328661

name FIT)5—3 4% name=7-Zip 19.00

publisher FHIT3T publisher=Igor Pavlov

installedDate A2 A—ILH installedDate=22062020

size T7AIHAX size=3772KB

version T )r—armn—23ay  version=19.00

installPath TI)5r—avDAA—  installPath=C:¥Program Files¥7-Zip¥
JLINR

applicationinfo M4l

LEEF:2.0|TrendMicro|PortableSecurity|3.0|sev=2 eventld=3000 hostlD=554328661 name=7-Zip
19.00 publisher=Igor Pavlov installedDate= size=3772KB version=19.00 installPath=C:¥Program
Files¥7-Zip¥



@) TREND 53 EXOne”

networks

* updateinfo

el L] !l

sev BEXE sev=2

eventld ARKID eventld=3000

hostID RAK ID (TMPS TEZ) hostlD=554328661

name BHIOTS L4 name=Update for Microsoft Windows (KB4557957)
program JO4vS L% program=Microsoft Windows

version Ja5S5L0D/IN—30 version=

publisher TO5S5LDFEITIT publisher=Microsoft Corporation

installedDate A2 A+—JLH installedDate=16062020
updateinfo Ml

LEEF:2.0|TrendMicro|PortableSecurity|3.0|sev=2
name=Update for Microsoft Windows (KB4552925)

eventld=3000 hostlD=554328661

program=Microsoft Windows version=

publisher=Microsoft Corporation installedDate=16062020




