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Preface

Preface

Welcome to the Trend Micro Apex Central™ Widget and Policy Management
Guide. This document explains how to configure Dashboard widgets and
Policy Management settings on Apex Central.

Topics in this section:
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Documentation

Apex Central documentation includes the following:

DOCUMENT

DESCRIPTION

Readme file

Contains a list of known issues and may also contain late-breaking
product information not found in the Online Help or printed
documentation

Administrator's Guide

A PDF document that provides detailed instructions of how to
configure and manage Apex Central and managed products, and
explanations on Apex Central concepts and features

Online Help

1o

HTML files compiled in WebHelp format that provide "how to's", usage
advice, and field-specific information. The Help is also accessible from
the Apex Central console

Widget and Policy
Management Guide

Contains information that explains how to configure dashboard
widgets and policy management settings in Apex Central

To access this guide, go to https://docs.trendmicro.com/en-us/
enterprise/apex-central-as-a-service-widget-and-policy-management-
guide/preface-wpg-.aspx.

Automation Center

Online user guides and references that explain how to use the Apex
Central Automation APIs: https://automation.trendmicro.com/apex-

central/home

Data Protection Lists
(Chapter 1 only)

A PDF document that lists predefined data identifiers and templates
for Data Loss Prevention

Knowledge Base

An online database of problem-solving and troubleshooting
information. It provides the latest information about known product
issues. To access the Knowledge Base, go to the following website:
http://success.trendmicro.com

Download the latest version of the PDF documents and readme at:

http://docs.trendmicro.com/en-us/enterprise/apex-central.aspx
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Audience

Apex Central documentation is intended for the following users:

+  Apex Central Administrators: Responsible for Apex Central installation,
configuration, and management. These users are expected to have
advanced networking and server management knowledge.

- Managed Product Administrators: Users who manage Trend Micro
products that integrate with Apex Central. These users are expected to
have advanced networking and server management knowledge.

Document Conventions

The documentation uses the following conventions.

TABLE 1. Document Conventions

CONVENTION DESCRIPTION
UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard
Bold Menus and menu commands, command buttons, tabs, and
options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

ﬁ’ Note

Configuration notes
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CONVENTION DESCRIPTION

Q Tip Recommendations or suggestions

Information regarding required or default configuration

™ Important . AR
@ settings and product limitations
E WARNING! Critical actions and configuration options
Terminology

The following table provides the official terminology used throughout the
Apex Central documentation:

TERMINOLOGY DESCRIPTION

Administrator (or Apex Central | The person managing the Apex Central server
administrator)

Security Agent The managed product program installed on an endpoint

Components Responsible for scanning, detecting, and taking actions
against security risks

Apex Central console, web The web-based user interface for accessing, configuring, and
console, or management managing a Apex Central
console

ﬁ Note

Consoles for integrated managed products are
indicated by the managed product name. For example,
the Apex One web console.

Managed endpoint The endpoint where the managed product Security Agent is
installed




Preface

TERMINOLOGY

DESCRIPTION

Managed product

A Trend Micro product that integrates with Apex Central

Managed server

The endpoint where the managed product is installed

Server The endpoint where the Apex Central server is installed

Security risk The collective term for virus/malware, spyware/grayware,
and web threats

Dual-stack Entities that have both IPv4 and IPv6 addresses

Pure IPv4 An entity that only has an IPv4 address

Pure IPv6 An entity that only has an IPv6 address
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Chapter1

The Dashboard

This section discusses how to use the Apex Central dashboard tabs and
widgets.

Topics include:
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About the Dashboard

The Dashboard appears when you open the Apex Central web console or
click Dashboard on the main menu. Each Apex Central user account has a
completely independent dashboard. Any changes to the dashboard belonging
to a specific user account will not affect the dashboards of the other user
accounts.

The Dashboard contains the following:
Tabs

Widgets

Tabs and Widgets

Widgets are the core components of the Dashboard. Widgets provide specific
information about various security-related events.

The information that widgets display comes from:
Apex Central database
Registered managed products
Trend Micro Smart Protection Network

Tabs provide a container for widgets. The Dashboard supports up to 30 tabs.

Working with Tabs

Manage tabs by adding, renaming, changing the layout, deleting, and
automatically switching between tab views.

Procedure

1. Go to the Dashboard.
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To add a tab:

a. Click the add icon (-}-).

Dwell Time Policy Status EI

b. Type a name for the new tab.
To rename a tab:

a. Hover over the tab name and click the down arrow.

Policy Status

Rename
Change Layout

Delete

b. Click Rename and type the new tab name.

To change the layout of the widgets for a tab:

a. Hover over the tab name and click the down arrow.
b. Click Change Layout.

c. Select the new layout from the screen that appears.
d. Click Save.

To delete a tab:

a. Hover over the tab name and click the down arrow.
b. Click Delete and confirm.

To play a tab slide show:
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Click the Settings button to the right of the tab display.

[=]

=8 Add Widgets

? Help

Tab Slide Show »
i

10 seconds
j 30 secends

60 seconds

Enable the Tab Slide Show control.

Select the length of time each tab displays before switching to the
next tab.

Working with Widgets

Manage widgets by adding, moving, resizing, renaming, and deleting items.
You can also modify the products that contribute data for the widget.

Procedure

1. Go to the Dashboard.
2. Clickatab.

3. Toadd a widget:

Click the Settings button to the right of the tab display.
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an Add Widgets

? Help

Tab Slide Show

b. Click Add Widgets.
c. Select widgets to add.

In the drop-down on top of the widgets, select a category to
narrow down the selections.

Use the search text box on top of the screen to search for a
specific widget.

d. Click Add.

4. To move a widget to a new location on the same tab, drag-and-drop a
widget to a new location.

5. Resize widgets on a multi-column tab by pointing the cursor to the right
edge of the widget and then moving the cursor to the left or right.

6. Torename a widget:
a. Click the settingsicon (> [J).
b. Type the new title.
c. Click Save.

7. To modify the product scope of the widget:
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a. Click the settingsicon (> [J).
b. Click the double arrow button (> ) in the Scope field.

c. (Optional) Click the funnel icon (7)) to filter and search for
products.

d. Select the products that contribute data for the widget and click OK.
e. Click Save.

8. To delete a widget, click the delete icon (> ).

Security Posture Tab

The Security Posture tab provides a holistic summary of your network
protection status by consolidating data about the compliance levels, critical
threat detections, and detections stopped on your network. You can use the
Security Posture chart to quickly identify high risk users and groups from an
integrated Active Directory structure.

ﬁ Note

To change the sample chart data and display sites or reporting lines based on
your company network, enable Active Directory integration or create custom
sites based on IP addresses.

By default, the Security Posture tab is toggled to Chart view ((s)). To display

the chart nodes, critical threats, and antivirus pattern compliance
information in a table, toggle the Table view ().

Click the settingsicon ( > f¥) to change the following information that
displays on the tab.

Organization: Specify the display name of the organization.

Active Directory grouping: Specify whether the nodes on the chart
represent Sites or Reporting Lines from your Active Directory.
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+  Groups to display: Select the top number of groups at the highest risk

« Period: Specify the time range for the data that displays on the chart.

Compliance Indicators

This section of the Security Posture tab provides information about the
antivirus pattern compliance level or the Data Loss Prevention compliance
level of your network.

As your network compliance level changes, the color of the compliance
indicator icon changes to reflect the thresholds configured on the Active
Directory and Compliance Settings screen.

The default view displays information for the Antivirus pattern compliance
indicator.

ﬁ Note

Changing the compliance indicator also changes the compliance level
information that displays in the Security Posture chart.

To change the compliance information that displays, click the name of the
selected compliance indicator next to the down arrow icon ( = ) and select

one of the following indicators from the drop-down.

INDICATOR DESCRIPTION
Antivirus pattern Displays the following information:
compliance

The percentage of Security Agents using acceptable Virus Pattern
and Smart Scan Agent Pattern versions

The total number of endpoints with outdated antivirus patterns
on your network

Click the count for Endpoints with outdated patterns to view
detailed information about the affected endpoints in the User/
Endpoint Directory.
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INDICATOR

DESCRIPTION

Data Loss Prevention
compliance

Displays the following information:

The percentage of Data Loss Prevention enabled Security Agents
with an acceptable number of threat detections

The total number of endpoints with Data Discovery threat
detections

Click the count for Endpoints with unacceptable threat
detections to view detailed information about the affected
endpoints in the User/Endpoint Directory.

Critical Threats

The Critical Threats section of the Security Posture tab displays the total
number of unique critical threats (by threat type) detected on your network,
the total number of affected users, and the number of affected important
users (marked by the star).

Click the number of affected users to view additional details on the User/
Endpoint Directory screen.

Critical threat detections include the following threat types.

THREAT TYPE

DESCRIPTION

Ransomware

Malware that prevents or limits users from accessing their system
unless a ransom is paid

Known Advanced
Persistent Threat
(APT)

Intrusions by attackers that aggressively pursue and compromise
chosen targets, often conducted in campaigns—a series of failed and
successful attempts over time to get deeper and deeper into a target
network—and not isolated incidents

Social engineering
attack

Malware or hacker attacks that exploits a security vulnerability found
in documents, such as a PDF file

Vulnerability attack

Malware or hacker attacks that exploits a security weakness typically
found in programs and operating systems
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THREAT TYPE DESCRIPTION

Lateral movement Searches for directories, email, and administration servers, and other
assets to map the internal structure of a network, obtain credentials to
access these systems, and allow the attacker to move from system to
system

Unknown threats Suspicious objects (IP addresses, domains, file SHA-1 hash values,
email messages) with the "high" risk level, as detected by Deep
Discovery Inspector, endpoint security products, or other products
with Virtual Analyzer

C&C callback Attempts to communicate with a command-and-control (C&C) server
to deliver information, receive instructions, and download other
malware

Resolved Events

This section of the Security Posture tab displays the total number of resolved
and unresolved events on your network.

Click the count for the Users affected by __ unresolved events field to view
detailed information about the users affected by unresolved events on your
network.

Security Posture Chart

The chart on the Security Posture tab displays the relationship between the
critical threat ratio and compliance level of your network. The x-axis
indicates the ratio of critical threats to total endpoints within a site or
reporting line. The y-axis indicates the compliance levels of the sites or
reporting lines for the selected compliance indicator. You can use this data to
quickly identify high risk users and groups from an integrated Active
Directory structure.

ﬁ Note

To change the sample chart data and display sites or reporting lines based on
your company network, enable Active Directory integration or create custom
sites based on IP addresses.
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Hover over a node to view compliance and critical threat information for
particular sites or reporting lines. The tail on a node indicates the direction
from which the security status has changed over the specified time period.

Click the settings icon (> [ffJ) to change the Active Directory
grouping (Sites, Reporting Lines) represented by the node.

You can also customize sites and reporting lines by using the Active
Directory and Compliance Settings screen.

The default view displays the selected compliance indicator information for
all nodes on your network for the last 7 days.

Select a different compliance indicator to change the compliance
information that displays.

Click the settings icon (> [ffJ) to change the Period for the data that
displays.

Click a node to view detailed information about the selected node in the
summary panel on the right.

Security Posture Details Pane

The details pane on the Security Posture tab displays more detailed
information about the compliance levels, critical threat detections, and total
resolved/unresolved events on your network.

The default view displays the selected compliance indicator information for
all nodes on your network for the last 7 days.

Select a different compliance indicator to change the compliance
information that displays.

Click a node on the chart to display only the information for the selected
node.

Click the settings icon (> [ffJ) to change the Period for the data that
displays.
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TABLE 1-1. Compliance Information

INDICATOR

DESCRIPTION

Antivirus pattern
compliance

Displays the percentage of Security Agents using acceptable Virus
Pattern and Smart Scan Agent Pattern versions

You can also view the following details:

Managed agents: The number of endpoints that have Apex One
or Worry-Free Business Security Services Security Agents
installed

With compliant virus patterns: The number of managed
agents using acceptable Virus Pattern and Smart Scan Agent
Pattern versions

With outdated virus patterns: The number of managed
agents not using acceptable Virus Pattern and Smart Scan
Agent Pattern versions

Offline for 7 days: The number of managed agents that
have not communicated with the managed product server in
7 or more days

Exceptions: The number of users or endpoints excluded
from the compliance calculations

Unmanaged endpoints: The number of endpoints that do not
have Apex One or Worry-Free Business Security Services Security
Agents installed

Expand the categories and click a count to view additional details
about the affected endpoints.
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INDICATOR

DESCRIPTION

Data Loss Prevention
compliance

Displays the percentage of Data Loss Prevention enabled Apex One
agents with an acceptable number of threat detections

You can also view the following details:

Managed agents: The number of endpoints that have Apex One
or Worry-Free Business Security Services Security Agents
installed

With acceptable threat detections: The number of
managed agents with an acceptable number of threat
detections

With unacceptable threat detections: The number of
managed agents that exceeded the acceptable number of
threat detections

Offline for 7 days: The number of managed agents that
have not communicated with the managed product server in
7 or more days

Exceptions: The number of users or endpoints excluded
from the compliance calculations

Unmanaged endpoints: The number of endpoints that do not
have Apex One or Worry-Free Business Security Services Security
Agents installed

Expand the categories and click a count to view additional details
about the affected endpoints.

TABLE 1-2. Critical Threats

SECTION

DESCRIPTION

Critical threats

Displays the total number of unique critical threats (by threat type)
detected on your network

Lists all the critical threat types affecting your network
For threat types with detections:

Expand the threat type to view a list of detections.

Click a detection to view additional details on the Threat
Information screen.
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SECTION

DESCRIPTION

Affected users

Displays the total number of users affected by critical threats
Expand the section to view affected users.

Click an affected user to view additional details on the User
information screen.

Affected endpoints

Displays the total number of endpoints affected by critical threats
Expand the section to view affected endpoints.

Click an affected endpoint to view additional details on the
Endpoint information screen.

TABLE 1-3. Total Events

DATA

DESCRIPTION

Total events

Displays the total number of events detected

Resolved events

Displays the number of resolved events on your network

Unresolved events

Displays the number of unresolved events on your network that
require action

Affected users

Displays the number of users affected by unresolved events on your
network

Click the count to view details about the affected users.

Summary Tab

The Summary tab contains a predefined set of widgets that provides an
overview of the security status of your network.

ﬁ Note

You can add, delete, or modify the widgets that display on the Summary tab.

Available widgets:
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Critical Threats

Users with Threats
Endpoints with Threats
Product Connection Status
Product Component Status

Ransomware Prevention

Critical Threats Widget

This widget displays the total number of unique critical threat types detected
on your network and the number of affected users and threat detections for
each threat type.

Click the settingsicon (> i) to change the default View.

On the Summary tab or a custom tab, the Affected users view is selected
by default.

On the Threat Investigation tab, the Threat detections view is selected
by default.

ﬁ Note

The widget lists critical threat types in order of severity.

Individual users may be affected by more than one critical threat type.
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Use the Range drop-down to select the time period for the data that displays.

Critical Threats

Range 07/07/2017 ~ 0711312017

@ 3 critical threat types
Threat Type (i) Important Users Other Users
Ransomware 0 7
Known Advanced Persistent Threat (APT) 0 0
Social engineering attack 0 6
Vulnerability attack 0 0
Lateral movement 0 14
Unknown threats 0 0
C&C callback 0 0

FIGURE 1-1. Affected Users View
The Affected users view displays the number of Important Users and Other
Users affected by each threat type.

+  Click the count in the Important Users or Other Users column, and then
click the affected user you want to view.

+ You can define important users or endpoints on the User/Endpoint
Directory screen.
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Critical Threats

Range: |1 Week 09/26/2019 ~ 10/02/2019

Ransomware
Ransomware

Known Advanced Persistent Threats (APT)
Social engineering attacks

Vulnerability attacks

Lateral movements

Unknown threats

C&C callbacks

FIGURE 1-2. Threat Detections View

The Threat detections view displays the number of detections for each
critical threat type.

+  Click a critical threat type to view the specific threat detections.

+  Click the hyperlink for a specific threat detection to view details about
the affected users and automatically start a Root Cause Analysis to
determine whether the threat has affected other endpoints on your
network.

Critical threat detections include the following threat types.

THREAT TYPE DESCRIPTION

Ransomware Malware that prevents or limits users from accessing their system
unless a ransom is paid

Known Advanced Intrusions by attackers that aggressively pursue and compromise
Persistent Threats chosen targets, often conducted in campaigns—a series of failed and
(APT) successful attempts over time to get deeper and deeper into a target

network—and not isolated incidents

Social engineering Malware or hacker attacks that exploits a security vulnerability found
attacks in documents, such as a PDF file
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THREAT TYPE

DESCRIPTION

Vulnerability attacks

Malware or hacker attacks that exploits a security weakness typically
found in programs and operating systems

Lateral movements

Searches for directories, email, and administration servers, and other
assets to map the internal structure of a network, obtain credentials to
access these systems, and allow the attacker to move from system to
system

Unknown threats

Suspicious objects (IP addresses, domains, file SHA-1 hash values,
email messages) with the "high" risk level, as detected by Deep
Discovery Inspector, endpoint security products, or other products
with Virtual Analyzer

C&C callbacks

Attempts to communicate with a command-and-control (C&C) server
to deliver information, receive instructions, and download other
malware

Users with Threats Widget

This widget displays information about users with security threat detections.

Use the Range drop-down to select the time period for the data that displays.

Click the Important Users or Other Users tabs to switch between the

different views.

The table lists affected users in order by critical threat type severity first, and
then by the number of threat detections for the user.

«  Click the number in the Threats column for the user you want to view.

The Most Critical Threat column displays the following threat types.

THREAT TYPE

DESCRIPTION

C&C callback

Attempts to communicate with a command-and-control (C&C) server
to deliver information, receive instructions, and download other
malware
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THREAT TYPE DESCRIPTION
Known Advanced Intrusions by attackers that aggressively pursue and compromise
Persistent Threat chosen targets, often conducted in campaigns—a series of failed and
(APT) successful attempts over time to get deeper and deeper into a target

network—and not isolated incidents

Lateral movement Searches for directories, email, and administration servers, and other
assets to map the internal structure of a network, obtain credentials to
access these systems, and allow the attacker to move from system to
system

Ransomware Malware that prevents or limits users from accessing their system
unless a ransom is paid

Social engineering Malware or hacker attacks that exploits a security vulnerability found
attack in documents, such as a PDF file
Unknown threats Suspicious objects (IP addresses, domains, file SHA-1 hash values,

email messages) with the "high" risk level, as detected by Deep
Discovery Inspector, endpoint security products, or other products
with Virtual Analyzer

Vulnerability attack Malware or hacker attacks that exploits a security weakness typically
found in programs and operating systems

Endpoints with Threats Widget

This widget displays information about endpoints with security threat
detections.

Use the Range drop-down to select the time period for the data that displays.

Click the Important Users or Other Users tabs to switch between the
different views.

The table lists affected users in order by critical threat type severity first, and
then by the number of threat detections for the user.

+  Click the number in the Threats column for the user you want to view.

The Most Critical Threat column displays the following threat types.
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THREAT TYPE

DESCRIPTION

C&C callback

Attempts to communicate with a command-and-control (C&C) server
to deliver information, receive instructions, and download other
malware

Known Advanced
Persistent Threat
(APT)

Intrusions by attackers that aggressively pursue and compromise
chosen targets, often conducted in campaigns—a series of failed and
successful attempts over time to get deeper and deeper into a target
network—and not isolated incidents

Lateral movement

Searches for directories, email, and administration servers, and other
assets to map the internal structure of a network, obtain credentials to
access these systems, and allow the attacker to move from system to
system

Ransomware

Malware that prevents or limits users from accessing their system
unless a ransom is paid

Social engineering
attack

Malware or hacker attacks that exploits a security vulnerability found
in documents, such as a PDF file

Unknown threats

Suspicious objects (IP addresses, domains, file SHA-1 hash values,
email messages) with the "high" risk level, as detected by Deep
Discovery Inspector, endpoint security products, or other products
with Virtual Analyzer

Vulnerability attack

Malware or hacker attacks that exploits a security weakness typically
found in programs and operating systems

Apex Central Top Threats Widget

This widget displays information about the malicious files and malicious
URLs detected for a specified time range.

You can choose to display the data in a bar chart or table by clicking the
display icons (i & ).

Use the drop-down list above the chart/table to select the type of threat data

to display.

+  Malicious Files: Ranks the malicious files detected on your network by
the number of detections
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Malicious URLs: Ranks the malicious URLs detected on your network by
the number of detections

Click a bar, threat name, or detection number to open the Log Query screen
that displays information about the affected endpoints, threat details, and
detection count.

The default view displays the top 10 threats from all the managed products
for which the logged on user account has access rights.

Click the settings icon (> [} to edit the widget title, product scope, or
number of threats that displays.

Product Component Status Widget

This widget displays the component versions and compliance status of
managed products or endpoints on your network. Use this widget to track
managed products or endpoints with outdated components.

The default view displays the latest versions of components managed by
Apex Central and the compliance status of managed products. The Pattern
and Engine sections list components in order of the highest rate of non-
compliance first. You can click the Rate column to change the sort order.

Click any of the components in the Pattern or Engine columns to view a pie
chart that displays the number of managed products or endpoints using each
component version.

Click the counts in the Outdated/All columns to view information about the
component versions on outdated managed products, all managed products,
outdated endpoints, or all endpoints.

Click the settingsicon ( > [f#) to configure the following options:

ﬁ Note

The settings icon () does not display for widgets on the Summary tab.
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« To modify the product scope of the widget, click the double arrow
button ( > ) in the Scope field and select the products that contribute

data.

- To edit the components that display in the widget, select or clear
components from the Pattern or Engine fields.

+  To display compliance information for managed products, endpoints, or
both, specify the Source.

«  To specify whether to view data from all components reported by
managed products or to view data from only components managed by
Apex Central, select the View.

DATA DESCRIPTION
Pattern Displays the name of the pattern file, template, or antispam rule
Engine Displays the name of the scan engine
Latest Version Displays the following information:

The latest version of the component downloaded by Apex Central

The latest version of the component that is available for
download (reported by managed products)
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DATA DESCRIPTION

Outdated/All Displays the following information:

Outdated: The number of managed products or endpoints with
outdated components

Click the first count in the Outdated/All column to view
information about the component versions on the outdated
managed products or endpoints.

All: The total number of managed products or endpoints that use
the component

Click the second count in the Outdated/All column to view
information about the component versions on all managed
products or endpoints.

Note

This column displays when Both is selected for the Source.

Rate Displays the percentage of managed products or endpoints with
outdated components

Note

This column displays when Both is selected for the Source.

Product Connection Status Widget

This widget displays the connection status of all managed products that
register to the Apex Central server.

The default view lists the connection status and managed server name of
each managed product for which the logged on user account has access
rights.

- To change the product scope, click the settings icon (> i) and select
a new Scope.
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+  Toview a summary of the total number of managed products for each
connection status, click the settingsicon (> §¥) and switch the View

to Summary.

Click View details to view detailed information on the Log Query screen.

STATUS

DESCRIPTION

Active

Indicates that the product service is running and communication with
the Apex Central server is established successfully

Inactive

Indicates that the product service is not running or is unable to
establish communication with the Apex Central server

Abnormal

Indicates that the product service has not communicated with the
Apex Central server within the user-defined agent communication
time-out interval

Ransomware Prevention Widget

This widget provides an overview of all the attempted ransomware attacks
for a specified time range.

The default view displays a summary of all the ransomware detections and
categorizes all the attempts based on the infection channel.

. Click the ransomware detection count to view additional details.

CHANNEL

DESCRIPTION

Messages

Ransomware detected in email messages or email attachments

Websites

Ransomware detected by Web Reputation Services

Network traffic

Ransomware detected by Apex One Suspicious Connections and Deep
Discovery Inspector

Cloud sync

Ransomware detected by Cloud App Security on cloud storage and
Office 365 servers (Exchange Online, SharePoint Online, and
OneDrive), or detected by Apex One in local folders on Apex One
agents that sync with cloud storage
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CHANNEL DESCRIPTION
Files Ransomware detected by File Reputation Services
Behaviors Ransomware detected by Apex One Behavior Monitoring

Data Loss Prevention Tab

The Data Loss Prevention tab contains widgets that display information
about DLP incidents, template matches, and incident sources.
The predefined widgets include:

DLP Incidents by Severity and Status

DLP Incident Trends by User

DLP Incidents by User

DLP Incidents by Channel

DLP Template Matches

Top DLP Incident Sources

DLP Violated Policy

DLP Incident Trends by User Widget

This widget checks the number of DLP incident trends based on managed
users. Data can be filtered by severity level, or filtered to show only the total
number of incidents triggered by a specific user for a specified period of
time. By default the widget displays data from all the managed products that
a user's account privileges allow.

Use the Range drop-down to select the time period for the data that displays.

Click the sections from the graph to open the Incident Information screen
and review the summary of incidents.
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Click the widget settings icon on the widget to access additional settings.

SETTING DESCRIPTION

Title Specify a new and meaningful title for the widget in the field.

Range Specify the time range when the DLP incidents were triggered.

Scope Specify the data scope displayed by the widget.
Directly managed users
All managed users: Data is collected from both directly managed
users and people under the directly managed users.

Severity Specify the severity levels to filter the data.

Users to display Specify the number of managed users to display.

Click Save to apply changes and update the widget data.

DLP Incidents by Severity and Status Widget

This widget checks the number of DLP incidents based on severity levels and
incident status. Data can be filtered by severity level, as well as display the
total number of new and high severity incidents. By default the widget
displays data from all the managed products that a user's account privileges

allow.

Use the Range drop-down to select the time period for the data that displays.

Click the numbers in any column to open the Incident Information screen
and review the summary of incidents.

To look up a specific incident, type an ID in the Incident ID field and click
Search.

Q Tip
Each incident is assigned an ID number. ID numbers can be found by clicking a

table link, in Incident details updated event notifications, or in Data Loss
Prevention log query results.
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Click the widget settings icon on the widget to access additional settings.

SETTING DESCRIPTION
Title Specify a new and meaningful title for the widget in the field.
Range Specify the time range when the DLP incidents were triggered.
Scope Specify the data scope displayed by the widget.

Directly managed users

All managed users: Data is collected from both directly managed
users and people under the directly managed users

Severity Specify the severity levels to filter the data.

Click Save to apply changes and update the widget data.

DLP Incidents by User Widget

This widget checks the number of DLP incidents based on severity levels and
managed users. Data can be filtered by severity level, as well as display the
total number of new and high severity incidents triggered by specific users.
By default the widget displays data from all the managed products that a
user's account privileges allow. The widget shows a maximum of 50 users.

Use the Range drop-down to select the time period for the data that displays.

Click the numbers in any column to open the Incident Information screen
and review the summary of incidents.

To look up a specific user, type a few characters in the User field and click
Search. For example typing ke shows all user names with ke, such as “Ken”
and “Brooke”. You can also type a domain and user name, such as
domainl\chris.

ﬁ Note

User names must not contain the following characters: "[]:; |=+*? /\< &>,

Domain names must not contain the following characters: \*+=|:;"? < &>,
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Click the widget settings icon on the widget to access additional settings.

SETTING DESCRIPTION
Title Specify a new and meaningful title for the widget in the field.
Range Specify the time range when the DLP incidents were triggered.
Scope Specify the data scope displayed by the widget.

Directly managed users

All managed users: Data is collected from both directly managed
users and people under the directly managed users.

Severity Specify the severity levels to filter the data.

Users to display Specify the number of managed users to display.

Click Save to apply changes and update the widget data.

DLP Incidents by Channel Widget

This widget displays the total number of DLP incidents. Data can be filtered
by the type of channels where the incident is triggered.

Use the Range drop-down to select the time period for the data that displays.

Use the Channel drop-down to filter out the type of channels where the
incident is triggered.

This widget displays the number of DLP incidents and the ratio of channels
compared to the total number of incidents. This widget displays this data by:

DATA DESCRIPTION

P2P Displays all peer-to-peer DLP incidents by any managed product that
the Data Scope specifies

IM Displays all instant messaging DLP incidents by any managed product
that the Data Scope specifies
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DATA

DESCRIPTION

Webmail

Displays all webmail DLP incidents by any managed product that the
Data Scope specifies

Email

Displays all email DLP incidents by any managed product that the
Data Scope specifies

Web App

Displays all web application DLP incidents by any managed product
that the Data Scope specifies

Others

Displays the remaining DLP incidents by any managed product that
the Data Scope specifies

Clicking links in the Channel column or sections from the graphs opens a
screen that displays detailed information.

DATA

DESCRIPTION

Channel

Type of channels where the DLP incidents is triggered

Incidents

Number of DLP incidents triggered

Percentage (%)

DLP incidents percentage of total number of incidents

To change the information that the widget displays, click > [[fJ. On the
dialog box that appears, specify the Scope by clicking - and selecting the
parent servers that the widget uses as its source.

DLP Template Matches Widget

This widget displays the type of DLP incidents on your network. Data can be

filtered by template.

Use the Range drop-down to select the time period for the data that displays.

Clicking links in the Template column or sections from the graphs opens a
screen that displays detailed information.
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DATA DESCRIPTION
Template Template triggered by DLP incidents
Incidents Number of DLP incidents
Percentage (%) DLP incidents percentage of total number of incidents

To change the information that the widget displays, click > [[fJ. On the
dialog box that appears, specify the Scope by clicking -- and selecting the
parent servers that the widget uses as its source.

Top DLP Incident Sources Widget

This widget displays the total number of top DLP incident sources on your
network. This data includes users, email addresses, host names, and IP
addresses, which can be filtered by incident source.

Use the Range drop-down to select the time period for the data that displays.

Use the Show drop-down to select the data to be displayed.

DLP Violated Policy Widget

This widget displays the DLP violated policy. Use this widget to check the
total number of DLP incidents. By default data is sorted by the number of
incidents. To sort data by policy name, click the Policy column title.

Use the Range drop-down to select the time period for the data that displays.

Clicking links in the Incidents column opens a screen that displays detailed
information.

DATA DESCRIPTION

Policy Name of the policy where the DLP incidents is triggered

Incidents Number of DLP incidents triggered
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Compliance Tab

The Compliance tab contains widgets that display information relating to
component or connection compliance for managed products or endpoints.

The predefined widgets are as follows:
«  Product Application Compliance

+  Product Component Status

+ Product Connection Status

+  Agent Connection Status

Product Application Compliance Widget

This widget displays the product version, language, build, and update status
for managed products. This provides administrators a quick way to discern
which managed product's applications are up-to-date and which require
updating.

You can choose to display the data in a bar chart or table by clicking the
display icons (i & ).

Click the counts in the Up-to-date and Out-of-date columns to open a screen
that displays detailed information. Apex Central performs a log query to
provide the detailed information.

DATA DESCRIPTION
Product The managed product registered to Apex Central
Version Version of the managed product
Language Language version of the managed product
Build Build number of the managed product
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DATA DESCRIPTION

Up-to-date Number of products that are considered updated
Edit the widget to specify the minimum product version that should
still be considered "up-to-date".
Click the count to view more details about the product.

Out-of-date Number of products that are "out-of-date"
Click the count to view more details about the product.

Up-to-date Rate (%) Percentage of products that are "up-to-date"

By default the widget displays data from all the managed products that a
user's account privileges allow.

Specify a bar graph or a table to display the data. By default, data is displayed

as a bar graph.

Click Edit to access the following options:

+  Click Scope > Browse to specify the products that contribute data for the

widget.

The data scope specifies the products which the widget uses to display
data. This can have a drastic affect on the usefulness of the information
that the widget displays.

+  Onthe Up-to-date range drop-down, specify the number of product
versions away from the latest build that should still be considered "up-

to-date".

Click Save to apply changes and exit.

Product Component Status Widget

This widget displays the component versions and compliance status of
managed products or endpoints on your network. Use this widget to track
managed products or endpoints with outdated components.

The default view displays the latest versions of components managed by

Apex Central and the compliance status of managed products. The Pattern
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and Engine sections list components in order of the highest rate of non-
compliance first. You can click the Rate column to change the sort order.

Click any of the components in the Pattern or Engine columns to view a pie
chart that displays the number of managed products or endpoints using each
component version.

Click the counts in the Outdated/All columns to view information about the
component versions on outdated managed products, all managed products,
outdated endpoints, or all endpoints.

Click the settingsicon ( > [f8) to configure the following options:

ﬁ Note

The settings icon () does not display for widgets on the Summary tab.

+  To modify the product scope of the widget, click the double arrow
button ( > ) in the Scope field and select the products that contribute

data.

- To edit the components that display in the widget, select or clear
components from the Pattern or Engine fields.

«  To display compliance information for managed products, endpoints, or
both, specify the Source.

«  To specify whether to view data from all components reported by
managed products or to view data from only components managed by
Apex Central, select the View.

DATA DESCRIPTION

Pattern Displays the name of the pattern file, template, or antispam rule

Engine Displays the name of the scan engine
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DATA

DESCRIPTION

Latest Version

Displays the following information:
The latest version of the component downloaded by Apex Central

The latest version of the component that is available for
download (reported by managed products)

Outdated/All

Displays the following information:

Outdated: The number of managed products or endpoints with
outdated components

Click the first count in the Outdated/All column to view
information about the component versions on the outdated
managed products or endpoints.

All: The total number of managed products or endpoints that use
the component

Click the second count in the Outdated/All column to view
information about the component versions on all managed
products or endpoints.

Note

This column displays when Both is selected for the Source.

Rate

Displays the percentage of managed products or endpoints with
outdated components

Note

This column displays when Both is selected for the Source.

Product Connection Status Widget

This widget displays the connection status of all managed products that
register to the Apex Central server.

The default view lists the connection status and managed server name of
each managed product for which the logged on user account has access

rights.
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- To change the product scope, click the settings icon (> i) and select
a new Scope.

+  Toview a summary of the total number of managed products for each
connection status, click the settingsicon (> ¥) and switch the View

to Summary.

Click View details to view detailed information on the Log Query screen.

STATUS DESCRIPTION

Active Indicates that the product service is running and communication with
the Apex Central server is established successfully

Inactive Indicates that the product service is not running or is unable to
establish communication with the Apex Central server

Abnormal Indicates that the product service has not communicated with the
Apex Central server within the user-defined agent communication
time-out interval

Agent Connection Status Widget

This widget displays the connection status of agents with their parent
servers. Agents for the following managed products are displayed:

+  Endpoint Sensor

- Endpoint Encryption

+  Mobile Security

+  Mobile Security (for Mac)

+ Apex One

+ Vulnerability Protection

+ Worry-Free Business Security Services

By default the widget displays data from all the managed products that a
user's account privileges allow.
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Click the values in the Online, Offline, or Total columns to view more
information. Apex Central performs a log query to provide the information.

DATA DESCRIPTION
Server Parent servers
Online Agents connected to their parent servers
Offline Agents disconnected from their parent servers
Total Total number of endpoints

To change the information that the widget displays, click : > #t . On the
dialog box that appears, specify the Scope by clicking - and selecting the
parent servers that the widget uses as its source.

Threat Statistics Tab

The Threat Statistics tab contains widgets that display aggregated detections
of security threats.

The predefined widgets include:
Apex Central Top Threats
Apex Central Threat Statistics
Threat Detection Results
Policy Violation Detections

C&C Callback Events

Apex Central Top Threats Widget

This widget displays information about the malicious files and malicious
URLs detected for a specified time range.
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You can choose to display the data in a bar chart or table by clicking the
display icons (il & ).

Use the drop-down list above the chart/table to select the type of threat data
to display.

+  Malicious Files: Ranks the malicious files detected on your network by
the number of detections

+  Malicious URLs: Ranks the malicious URLs detected on your network by
the number of detections

Click a bar, threat name, or detection number to open the Log Query screen
that displays information about the affected endpoints, threat details, and
detection count.

The default view displays the top 10 threats from all the managed products
for which the logged on user account has access rights.

- Click the settingsicon (> [} to edit the widget title, product scope, or
number of threats that displays.

Apex Central Threat Statistics Widget

This widget displays the total number of security threat detections on your
network. Data can be filtered by security threat type or by the location on
your network where the threat is detected.

+  Product Category

DATA DESCRIPTION

File server Security threats on file servers detected by any managed product
that the Data Scope specifies

Network Security threats on your network detected by any managed
product that the Data Scope specifies

Unknown Unidentified security threats
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DATA DESCRIPTION
Mail Security threats on email servers detected by any managed
product that the Data Scope specifies
Desktop Security threats on desktops detected by any managed product
that the Data Scope specifies
Gateway Security threats at the gateway detected by any managed product

that the Data Scope specifies

Apex Central server

Security threats on Apex Central servers detected by any managed
product that the Data Scope specifies

Violation Type
DATA DESCRIPTION
Behavior Behavior Monitoring violation detected by any managed product
Monitoring that the Data Scope specifies

Content Violation

Content security violations (spam, blocked keywords and
expressions) detected by any managed product that the Data
Scope specifies

Device Control

Device Control violation detected by any managed product that
the Data Scope specifies

Firewall Violation

Firewall violation by any managed product that the Data Scope
specifies

Network Content
Inspection

Network Content Inspection violation detected by any managed
product that the Data Scope specifies

Predictive Machine
Learning

Predictive Machine Learning detection by any managed product
that the Data Scope specifies

Spyware/Grayware

Spyware/grayware detected by any managed product that the
Data Scope specifies

Suspicious Files

Suspicious file detection by any managed product that the Data
Scope specifies

Virus/Malware

Viruses/malware detected by any managed product that the Data
Scope specifies
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DATA DESCRIPTION

Web Security Web security violations (malicious URLs, blocked URLs) detected
by any managed product that the Data Scope specifies

ﬁ Note

The widget can display data for only one information type at a time.

Click the links in the Detections column to open a screen that displays
detailed information. Apex Central performs a log query to provide the
detailed information.

DATA DESCRIPTION
Type Type of security threat or managed product where the threat is
detected
Detections Number of security threats detected
Percentage (%) Security threat percentage of total number of detected threats

Specify the date range for the data that the widget displays:
+  Today

- Last7days

+  Last 14 days

- Last 30 days

Specify how the widget displays the data:

+  Piechart

- Barchart

- Tabular

+  Line chart

By default the widget displays data from all the managed products that a
user's account privileges allow.
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To change the information that the widget displays, click > [[fJ. On the
dialog box that appears, specify the Scope by clicking - and selecting the
parent servers that the widget uses as its source.

Threat Detection Results Widget

This widget displays the number of threat detections and the ratio of threats
compared to the total number of detections. The widget can display data for
only one information type at a time. Clicking links in the Detections column
opens a screen that displays detailed information. Apex Central performs a
log query to provide the detailed information.

DATA DESCRIPTION

Results The action or result of the action performed by the managed product

Note
This column does not display for the Web Security threat type

Policy/Rule The type of policy/rule applied under the Web Security threat type.

Note

This column does not display for other listed threat types.

Detections The number of security threats detected

Percentage (%) The percentage of total detections that are security threats

This widget displays threat detections for the following threat types:

TABLE 1-4. Threat Types

THREAT TYPE DESCRIPTION

Virus/Malware Displays the action taken on all files by any managed product that the
Data Scope specifies. For example: Cleaned, Access denied, and so on.
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THREAT TYPE

DESCRIPTION

Spyware/Grayware

Displays the action taken on all files by any managed product that the
Data Scope specifies. For example: Successful, Further action
required, and so on.

Content Security

Displays the action taken on all email messages by any managed
product that the Data Scope specifies. For example: Deleted,
Attachments stripped, and so on.

Web Security

Displays all web security violations blocked using the policies by any
managed product that the Data Scope specifies. For example: File
blocking, File name, and so on.

Network Virus

Displays the action taken on all network viruses by any managed
product that the Data Scope specifies

Click the settings icon (> [fJ) to edit the widget title, product scope, or
type of threats that displays.

Policy Violation Detections Widget

This widget displays the policy violation detections for Network VirusWall
Enforcer devices. Clicking links in the Detections column opens a screen
that displays detailed information. Apex Central performs a log query to
provide the detailed information.

DATA DESCRIPTION
Type Lists Service Violations as a type of security threat
Updated Last updated date
Detections Number of service violations Network VirusWall Enforcer devices
detect

Click the settings icon (> [[J) to edit the widget title or product scope.

Note

This widget only displays policy violation detections for Network VirusWall
Enforcer.
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Click Save to apply changes and exit.

C&C Callback Events Widget

This widget displays the number of C&C callback attempts based on
compromised hosts or callback addresses. The widget can display data for
only one information type at a time. Clicking the numbers in any table cells
opens the C&C Callback Events screen, which contains the following
callback summary data:

DATA

DESCRIPTION

Compromised Host

Affected host or email address

Callback Address

URL, IP address, or email address to which a compromised host
attempts a callback

C&C Server Location

Region and country where the C&C server locates

Callback Attempts

Number of contacts made between callback addresses and
compromised hosts

Latest Callback
Address/
Compromised Host

URL, IP address, or email address to which the last callback attempt
was logged

Callback Addresses/
Compromised Hosts
(with numbers
displayed in the
columns)

Number of compromised hosts or callback addresses associated with
the callback attempts

Logged By

Name of the managed product that logged the event

Click the settings icon (

> ) to edit the following:

«  Title: Modify the title of the C&C Callback Events widget.

- Scope: Click - and select the parent servers that the widget uses as the

source.

- C&Clist source: Select Global Intelligence, Virtual Analyzer, or User-
defined as the C&C list sources.
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«  Items to display: Select the number of items to display on the widget.

Click Save to apply changes and exit.
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Chapter 2

Policy Management

This section contains information about how to perform policy management
on managed products and endpoints.

O Important
&

Each managed product provides different policy settings that you can configure
and deploy to policy targets. You can find a complete list of supported managed
products and the policy settings for each in the Apex Central Widget and Policy
Management Guide.

You can download a PDF version of the guide using the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx

You can also view the guide online using the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central-widget-and-policy-

management-guide/introduction.aspx

Topics include:

Policy Management on page 2-2

Policy Status on page 2-24
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Policy Management

Policy management allows administrators to enforce product settings on
managed products and endpoints from a single management console.
Administrators create a policy by selecting the targets and configuring a list
of product settings.

To perform policy management on a new managed product or endpoint,
move the managed product from the New Entity folder to another folder in
the Product Directory structure.

Creating a New Policy

O Important
&

Each managed product provides different policy settings that you can configure
and deploy to policy targets. You can find a complete list of supported managed
products and the policy settings for each in the Apex Central Widget and Policy
Management Guide.

You can download a PDF version of the guide using the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx

You can also view the guide online using the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central-widget-and-policy-

management-guide/introduction.aspx

Procedure
1. Go to Policies > Policy Management.

The Policy Management screen appears.

2. Select the type of product settings from the Product list.

The screen refreshes to display policies created for the selected
managed product.



https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx
https://docs.trendmicro.com/en-us/enterprise/apex-central-widget-and-policy-management-guide/introduction.aspx
https://docs.trendmicro.com/en-us/enterprise/apex-central-widget-and-policy-management-guide/introduction.aspx

Policy Management

For more information about configuring policy settings for specific
managed products, see the Apex Central Widget and Policy Management
Guide.

Click Create.

The Create Policy screen appears.

Type a policy name.
Specify targets.

Apex Central provides several target selection methods that affect how a
policy works.

ﬁ’ Note

To include a managed product or endpoint as a target, make sure the
product version of the managed product or endpoint supports policy
management in Apex Central. The Policy Template Settings screen
(Policies > Policy Resources > Policy Template Settings) contains
information about supported product versions.

The policy list arranges the policy targets in the following order:

Specify Targets: Use this option to select specific endpoints or
managed products.

For details, see Specifying Policy Targets on page 2-9.

Filter by Criteria: Use this option to allocate endpoints
automatically based on the filtering criteria.

For details, see Filtering by Criteria on page 2-5.

None (Draft only): Use this option to save the policy as a draft
without choosing any targets.

For more information about the policy list, see Understanding the Policy
List on page 2-20.
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6. Click a managed product feature to expand it and configure its settings.
Repeat this step to configure all features.

Each feature has a link to a Help topic that discusses the feature and
how to use it.

For certain product settings, Apex Central needs to obtain specific
setting options from the managed products. If administrators select
multiple targets for a policy, Apex Central can only obtain the
setting options from the first selected target. To ensure a successful
policy deployment, make sure the product settings are
synchronized across the targets.

If you are creating a policy for Apex One Security Agent that you
want to act as a parent to a future child policy, configure settings
that can be inherited, customized, or extended on the child policy.

For a list of Security Agent settings that can be inherited,
customized, or extended, see Working with Parent Policy Settings
on page 2-10.

For details on creating a child policy, see Inheriting Policy
Settings on page 2-14.

7. Click Deploy or Save.

If you clicked Deploy, Apex Central starts the deployment. The deployed
policy appears in the list on the Policy Management screen. It usually
takes a few minutes for Apex Central to deploy the policy to the targets.

Click Refresh on the Policy Management screen to update the status
information in the policy list. If the status of the deployment remains
pending after an extended period of time, there might be issues with the
targets. Check if there is a connection between Apex Central and the
targets. Also check if the targets are working properly.

Once Apex Central deploys a policy to the targets, the settings defined in
the policy overwrite the existing settings in the targets. Apex Central
enforces the policy settings in the targets every 24 hours. Although local
administrators can make changes to the settings from the managed
product console, the changes are overwritten every time Apex Central
enforces the policy settings.
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Apex Central enforces the policy settings on the targets every 24
hours. Since policy enforcement only occurs every 24 hours, the
product settings in the targets may not align with the policy settings
if local administrators make changes through the managed product
console between the enforcement period.

Policy settings deployed to IMSVA servers take priority over the
existing settings on the target servers instead of overwriting them.
IMSVA servers save these policy settings on the top of the list.

If an Apex One Security Agent assigned with a Apex Central policy
has been moved to another Apex One domain, the agent settings
will temporarily change to the ones defined by that Apex One
domain. Once Apex Central enforces the policy again, the agent
settings will comply with the policy settings.

Filtering by Criteria

Use this option to allocate endpoints automatically based on the filtering
criteria.

This option:
Is only available on the following managed products:
Apex One (Mac)
Apex One Data Loss Prevention
Apex One Security Agent
Mobile Security for Enterprise
Trend Micro Endpoint Application Control

Uses a filter to automatically assign current and future targets to the
policy

Is useful for deploying standard settings to a group of targets

Administrators can change the priority of filtered policies in the policy list.
When an administrator reorders the policy list, Apex Central re-assigns the
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targets to different filtered policies based on the target criteria and the user
roles of each policy creator.

Apex Central can only assign endpoints without policies to a new filtered
policy. To re-allocate an endpoint already assigned to a filtered policy, move
another filtered policy with the matching criteria up the priority list.

See Assigning Endpoints to Filtered Policies on page 2-7 for more information
on how Apex Central assign targets to filtered policies.

Procedure

1. On the Create Policy screen, go to the Targets section, select Filter by
Criteria, and then click Set Filter.

The Filter by Criteria screen appears.

2. Select the following options and define the criteria.

CRITERIA DESCRIPTION

Match keywords in Define keywords based on the host name or Apex Central display
name.

ﬁ Note

Apex Central performs partial matching for single keyword
searches. You can search multiple, comma-separated
keywords, however,Apex Central only provides full string
matches for each keyword provided.

IP addresses Define a range of IP addresses and click Add.

ﬁ Note

When a new managed product or endpoint registers to
Apex Central, it takes about an hour for the managed
product or endpoint to become available for searching
by IP address.

Policy management only supports IPv4 addresses.
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CRITERIA DESCRIPTION

Operating systems Select one or more operation systems from the drop-down list.

Directories Select one of the following directories and define the criteria.

Product Directory: Select folders from the Product Directory
structure

Active Directory: Select organizational units from an
integrated Active Directory structure

Apex One domain hierarchy: Type at least one Apex One
domain hierarchy keyword

3. Click Save.

The Create Policy screen reloads.

Assigning Endpoints to Filtered Policies

When a new endpoint registers to Apex Central, it goes through the filtered
policies in the list in descending order. Apex Central assigns the new
endpoint to a filtered policy when the following conditions are both satisfied:

- The new endpoint matches the target criteria in the policy
«  The policy creator has the permission to manage the new endpoint

The same action applies to an endpoint already assigned to a policy, but the
policy creator later deletes the policy.

ﬁ Note

For endpoints just registered to Apex Central and for those just released from
deleted policies, there is a three-minute grace period during which no endpoint
allocation occurs. These endpoints are temporarily without policies during this
period.

If an endpoint does not meet the target criteria in any filtered policies, the
endpoint does not associate with any policies. Apex Central allocates these
endpoints again when the following actions occur:
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«  Create a new filtered policy

- Edit afiltered policy

«  Reorder the filtered policies

+  Daily endpoint allocation schedule

Apex Central uses a daily endpoint allocation schedule to ensure that
endpoints are assigned to the correct policies. This action occurs once at
3:15 pm every day. When endpoint properties change, such as the
operating system or IP address, these endpoints require the daily
schedule to re-assign them to the correct policies.

ﬁ Note

If the endpoints are offline during the daily endpoint allocation
schedule, the policy status for these endpoints will remain pending
until they go online.

If the Apex One domain of the endpoint is changed, Apex Central
deploys the updated the policy after 10 minutes.

When the above actions occur, Apex Central allocate endpoints based on the
following conditions:

TABLE 2-1. Endpoint Allocation for Filtered Policies

New endpoints or | Endpoints without Endpoints with
endpoints from policies policies
deleted policies

Create a new policy [ )
Edit a policy [ ) [ ) [ )
Reorder the filtered policies [ ) [ ) [ )
Daily endpoint allocation

e’ [ [ [

schedule
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Specifying Policy Targets
Use this option to select specific endpoints or managed products.
This option:

Uses the search or browse function to locate specific targets and
manually assigns them to the policy

Is useful when administrators plan to deploy specific settings only to a
certain targets

Remains static on the top of the policy list and takes priority over any
filtered policies

Procedure

1. On the Create Policy screen, go to the Targets section, select Specify
Target(s), and then click Select.

The Specify Targets screen appears.
2. Use Search or Browse to locate the targets.

Search: Use the following search criteria to find endpoints or
managed products. The search results display the endpoints or
managed products matching all of the selected criteria.

Match keywords in: Define keywords based on the host name
or Apex Central display name.

IP addresses: Define a range of IP addresses and click Add.

ﬁ Note

Policy management only supports IPv4 addresses.

When a new managed product or endpoint registers to Apex
Central, it takes about an hour for the managed product or
endpoint to become available for search by IP address.

Operating systems: Select one or more operating systems from
the drop-down.
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Browse: Browse the Product Directory or Active Directory to locate
endpoints or managed products to assign to the policy.

3. Select the endpoints or managed products and then click Add Selected
Targets.

4. Wait for the numbers in View Action List and View Results to change.

5. Click OK.

The Create Policy screen reloads.

Working with Parent Policy Settings

Apex Central administrators who create a parent policy for an Apex One
Agent can configure certain policy settings to be inherited, customized, or
extended.

ﬁ Note

These options are not available on other managed products.

Inherit from parent

A child policy administrator cannot change the setting at all. An
Apex One administrator can manually change the setting from the
Apex One server console. However, the setting will be overwritten
when Apex Central deploys policies to the Apex One server.

For example, a Apex Central administrator can create a parent
policy that enforces the exclusion of PDF files from a Manual Scan.

Changes to the setting on the parent policy are always enforced on
the child policy.

If the permission on the parent policy changes from "Inherit from
parent" to "Are customizable" or "Extend from parent", the child
policy administrator can customize or extend the current setting.
Changes to the setting on the parent policy are no longer enforced.
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Are customizable

A child policy can deviate from the setting configured in the parent
policy.

For example, if Scheduled Scan on the parent policy runs weekly
but is customizable, the child policy administrator can change the
schedule to daily.

Changes to the setting on the parent policy are never enforced on
the child policy.

If the permission on the parent policy changes from "Are
customizable" to "Inherit from parent", the current setting on the
parent policy overwrites the setting on the child policy. Changes to
the setting on the parent policy are always enforced.

Extend from parent

A child policy administrator can add to the items configured in the
parent policy.

For example, if the parent policy excludes 20 file names from being
scanned during a Manual Scan, the administrator can add 10 more
safe and trustworthy files to the child policy.

Items added or removed from the parent policy are also added or
removed from the child policy. A removed item can be added back
to the child.

If the permission on the parent policy changes from "Extend from
parent" to "Inherit from parent", items in the child policy that have
no match in the parent are removed. Changes to the items on the
parent policy are always enforced.

The following table lists the parent policy settings that can be inherited,
customized, or extended.
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AVAILABLE OPTIONS

(directories, files, and file
extensions to exclude from
scans)

Manual Scan / Real-time
Scan [/ Scan Now / Scheduled
Scan Settings > Scan
Exclusion tab

SETTING AND PATH INHERIT ARE
FROM CUSTOMIZA EXTEND FROM PARENT
PARENT BLE

Scan schedule () [ )
Scheduled Scan Settings >
Target tab > Schedule section
File extensions to scan () o
Manual Scan [/ Real-time
Scan [/ Scan Now / Scheduled
Scan Settings > Target tab >
Files to Scan section > Files
with the following extensions
option
Scan exclusion lists [ ) o

ﬁ Note

When selecting Extend
from parent from a
scan exclusion list, the
list expands to show a
Child Policy
Restrictions section
where the parent policy
creators can specify
items that child policies
cannot exclude from
scans.

Copying Policy Settings

Administrators can copy the settings from an existing policy, create a new
policy with the same settings, and deploy the settings to different endpoints
or managed products.
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ﬁ Note

It is not possible to copy the settings of a child Apex One Agent policy. To
determine whether the Apex One Agent policy is a child or a parent, check the
Parent Policy column. A clickable value displays if the policy is a child, and N/A
if otherwise.

Procedure

1.

® N @

Go to Policies > Policy Management.
The Policy Management screen appears.
Select the type of product settings from the Product list.

The screen refreshes to display policies created for the selected
managed product.

Select a policy from the list.

Click Copy Settings.

The Copy and Create Policy screen appears.

In the Policy Name field, type a name for the policy.
Assign Targets to the policy.

(Optional) Change settings as necessary.

Click Deploy.

ﬁ Note

After clicking Deploy, please wait two minutes for Apex Central to
deploy the policy to the targets. Click Refresh on the Policy
Management screen to update the status information in the policy
list.

Apex Central enforces the policy settings on the targets every 24
hours.
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Inheriting Policy Settings

Create a new child policy by inheriting the settings of an existing parent
policy. A child policy cannot be copied and its settings cannot be inherited.

This task requires a parent policy for the Apex One agent. A parent policy for
the Apex One agent has the value N/A displayed under the Parent Policy
column.

Procedure
1. Go to Policies > Policy Management.
The Policy Management screen appears.
2. Select Apex One Agent from the Product list.

The screen refreshes to display policies created for the selected
managed product.

3. Select a parent policy that does not have locally managed settings.
4. Click Inherit Settings.
The Inherit and Create Policy screen appears.
5. Inthe Policy Name field, type a name for the policy.
6. Assign Targets to the policy.

7. (Optional) Review the settings that can be customized or extended and
then make changes as necessary. For a list of settings to review, see
Working with Parent Policy Settings on page 2-10.

ﬁ Note

A setting cannot be customized or extended if the option selected on the
parent policy is Inherit from parent.

For example:
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If the Scheduled Scan setting is customizable, you can change the
schedule from weekly to daily.

If the scan exclusion list for Real-time Scan can be extended, you
can type additional file names that you deem safe and trustworthy.
After the child policy is created, it will add those file names to the
scan exclusion list.

8. Click Deploy.

ﬁ Note

After clicking Deploy, please wait two minutes for Apex Central to
deploy the policy to the targets. Click Refresh on the Policy
Management screen to update the status information in the policy
list.

Apex Central enforces the policy settings on the targets every 24
hours.

Modifying a Policy

Administrators can modify policy targets and settings as necessary. The root
account owner can modify every policy in the list, while other account
owners can only modify the policies they created. After a policy is modified,
Apex Central deploys the policy to the targets.

Important

Each managed product provides different policy settings that you can configure
and deploy to policy targets. You can find a complete list of supported managed
products and the policy settings for each in the Apex Central Widget and Policy
Management Guide.

You can download a PDF version of the guide, or view the guide online, using
the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx
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For a parent policy for the Apex One agent, if you modified the targets and
settings for specific features, the modifications will apply to all child policies
and deployed to the respective targets. Some settings on a parent policy
support permissions, which control the changes allowed on child policies.
Modifications to these parent policy permissions are also applied to child
policies and deployed to targets. For a list of settings that support
permissions, see Working with Parent Policy Settings on page 2-10.

For example:

If you changed the scan schedule permission from "Inherit from parent"
to "Are customizable", administrators can start to customize the existing
schedule on their child policies.

If you changed the Manual Scan file extensions permission from "Extend
from parent" to "Inherit from parent", any file extensions that
administrators added to child policies will be removed. In addition,
administrators will no longer be able to add file extensions.

Procedure
1. Navigate to Policies > Policy Management.
The Policy Management screen appears.
2. Select the type of product settings from the Product list.

The screen refreshes to display policies created for the selected
managed product.

3. Click a policy name in the Policy column.
The Edit Policy screen appears.
4. Modify the policy.

ﬁ’ Note

Modifying the filtering criteria in a filtered policy can affect target
allocation. Apex Central may re-assign some targets to other filtered
policies, or add additional targets to the current policy.
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5. Click Deploy.

It usually takes a few minutes for Apex Central to deploy the policy to
the targets. Click Refresh on the Policy Management screen to update
the status information in the policy list. If the status of the deployment
remains pending after an extended period of time, there might be issues
with the targets. Check if there is a connection between Apex Central
and the targets. Also check if the targets are working properly.

Apex Central enforces the policy settings on the targets every 24 hours.

Importing and Exporting Policies

Export policies for backup or to import to another Apex Central server of the
same version.

ﬁ Note

Apex Central exports policy settings but not policy targets.
A parent policy stays as a parent after the export or import.

A child policy becomes a parent after the export. Consequently, it is a
parent after the import.

Apex Central cannot import a policy if its name is the same as an existing
child policy. If the existing policy is not a child, Apex Central overwrites it
after the import.

For more information, see the following topics:
Creating a New Policy on page 2-2

Inheriting Policy Settings on page 2-14

Procedure
1. Go to Policies > Policy Management.

The Policy Management screen appears.
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2. Select the type of product settings from the Product list.

The screen refreshes to display policies created for the selected
managed product.

3. To export, select one or several policies, click Export Settings, and then
save the resulting policy file.

If you exported a single policy, the resulting file has the extension
*.,cmpolicy.

If you exported several policies, the resulting file is a compressed
(. z1ip) file containing the individual . cmpolicy files.

4. Toimport, click Import Settings and then locate and load the policy file.

You can import an entire *. zip file or import individual
x.cmpolicy files one by one.

If the policy already exists in the policy list, a confirmation prompt
appears, asking if you want to overwrite the existing policy.

Click OK to proceed.

The screen refreshes and displays the imported policy at the top of the
list.

For more information about reordering the policy list, see Reordering the
Policy List on page 2-23.

Deleting a Policy

Administrators can remove a policy from the list. Apex Central then re-
allocates the targets associated with the deleted policy if the targets match
the filtering criteria of another policy. Those without a match become
endpoints without policies, and they keep the settings defined by the deleted
policy unless a managed product administrator modifies the settings.

Apex Central only allows policy creators to delete their own policies.
However, the root account can delete every policy in the list.
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It is not possible to delete an Apex One Agent parent policy with settings
inherited by an existing child policy.

Procedure
1. Go to Policies > Policy Management.
The Policy Management screen appears.
2. Select the type of product settings from the Product list.

The screen refreshes to display policies created for the selected
managed product.

3. Select the policy to delete.
4. Click Delete.
A confirmation screen appears.

5. Click OK.

Changing the Policy Owner

The default owner of a policy is the user account that created the policy. You
can use the Policy Management screen to change the owner of a policy to
any Apex Central user account. You can also change the policy owner to an
Active Directory group, which designates all Active Directory users within
the group as owners of the policy.

O Important
&

If you change the owner of a policy to a user account that does not have access
rights to the specified targets, the new owner can modify the policy settings but
cannot view the policy data.




Trend Micro Apex Central™ Widget and Policy Management Guide

Procedure

1.

Go to Policies > Policy Management.

The Policy Management screen appears.

Select one or more policies to change the owner.
Click Change Owner.

The Change Policy Owner screen appears.
Select a user account from the drop-down list.
Click Save to change the owner.

Apex Central sends an email notification to all user accounts assigned
the “Administrator” role.

Understanding the Policy List

The policy list displays the information and status of policies created by all
users. When a new endpoint registers to Apex Central, it goes through the
filtered policies in the list in descending order. Apex Central assigns the new
endpoint to a filtered policy when the following conditions are both satisfied:

The new endpoint matches the target criteria of the policy

The policy creator has the permission to manage the new endpoint

The following table describes the policy list columns that display on the
Policy Management screen. Click a column to sort the data.




Policy Management

TABLE 2-2. Policy List

COLUMN

DESCRIPTION

Priority

Displays the priority of the policies
Apex Central lists policies from the highest to the lowest priority.

When administrators create a filtered policy, Apex Central saves
the new policy as the lowest priority policy.

A specified policy takes priority over any filtered policies and
remains on the top of the list. Administrators cannot reorder
specified policies.

Apex Central places draft policies at the bottom of the list.

Policy

Displays the name of the policy

Policy Version

This column only appears if the selected product is Apex One
Security Agent.

Displays the latest policy version deployed

ﬁ’ Note

Some targets might not have the latest policy version deployed.
To view the current policy deployed on specific targets, click
the number in the Deployed column.

Parent Policy

This column only appears if the selected product is Apex One
Security Agent.

If a policy is a child policy (that is, it inherited its settings from a parent
policy), this column shows the name of the parent policy. Otherwise,
N/A displays.

Deviations

This column only appears if the selected product is Apex One
Security Agent.

If a policy is a child policy, this column shows the number of settings
that have been changed on the policy and are therefore inconsistent
with settings on the parent policy. If settings are consistent between
the policy and its parent, 0 (zero) displays.

If a policy is not a child policy, N/A displays.
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COLUMN

DESCRIPTION

Owner

Displays the user who is currently assigned the policy

Note

The default owner is the user who created the policy.

If you change the owner of a policy to a user account that
does not have access rights to the specified targets, the
new owner can modify the policy settings but cannot view
the policy data.

You can also assign multiple owners by assigning the
policy to an Active Directory group.

For more information, see Changing the Policy Owner on page
2-19.

Last Editor

Displays the user who last edited the policy

Last Edited

This column only appears if the selected product is Apex One
Security Agent.

Displays when the policy was last edited

Targets

Displays how administrators select targets for the policy.

Specified: Uses the browse or search function to select specific
targets for the policy. Specified policies remain static on the top
of the policy list and take priority over filtered policies.

Filtered: Uses a filter to automatically assign current and future
endpoints to the policy. Administrators can rearrange the priority
of filtered policies. Hover over an item to conveniently view the
filter criteria and make adjustments as necessary.

None: The policy creator saved the policy as a draft without
selecting any targets.

Deployed

Displays the number of targets that have applied the policy settings or
have unactivated product services

Click the number to view the policy status.
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COLUMN DESCRIPTION

Pending Displays the number of targets that have not applied the policy
settings

Click the number to view the policy status.

Offline Displays the number of targets that have offline agents

Click the number to view the policy status.

With Issues Displays the number of targets that have not applied the policy
settings due to unsupported policy deployment, no policy
configuration, system errors, endpoint communication errors with the
product server, unsupported endpoints, locally changed settings,
disabled product services, or partial deployment

Click the number to view the policy status.

Note

The numbers in Deployed and Pending columns only reflect the endpoints or
managed products that an administrator has permission to manage.

Reordering the Policy List

Administrators can use the Reorder button to change the order of the
filtered policies. Rearranging the policy list can affect target allocation. Apex
Central may re-assign some targets to different filtered policies.

ﬁ Note

Specified policies remain static and always take priority over filtered
policies.

This function is only available for managing Apex One settings.

Procedure
1. Go to Policies > Policy Management.

The Policy Management screen appears.
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2. Select the type of product settings from the Product list.

The screen refreshes to display policies created for the selected
managed product.

3. Click Reorder.

The Reorder Policies screen appears.

4. Rearrange the order of the Priority column.

5. Click Save.

ﬁ’ Note

After clicking Save, please wait two minutes for Apex Central to re-assign
the targets. Click Refresh on the Policy Management screen to update the
status information in the policy list.

Policy Status

Policy status allows administrators to check if Apex Central has successfully
deployed a policy to its targets.

To check the policy deployment status, use one of the following methods:

On the Policy Management screen, click a number in the policy list. The
Log Query screen appears.

On the dashboard, click a number in the Policy Status widget. The Log
Query screen appears.

Perform a log query

The following table provides the descriptions and suggestions about each
policy status:
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TABLE 2-3. Policy Status

PoLicy STATUS

DESCRIPTION

SUGGESTIONS

Pending

Apex Central is processing the
policy.

Wait a few minutes and then check
the status again.

Without policy

Apex Central has not assigned a
policy to this endpoint or managed
product.

Assign a policy to the endpoint or
managed product.

Deployed

Apex Central has successfully
deployed the policy.

N/A

Endpoint unable
to connect to
server

The endpoint did not receive
the policy settings.

The server is currently busy.

Check the connection status of
the endpoint

Connect the endpoint to the
company network

Wait for the updated policy
status

Inapplicable
product settings

The managed product cannot
process some of the policy settings.

Verify the policy settings

Update to the latest policy
template version

Check the settings on the
managed product

Verify the IP address of the
managed product on the
Managed Servers screen

If the IP address is incorrect,
unregister and then register the
managed product again to
Apex Central.

Refer to the Administrator's
Guide for the managed product

Unsupported
endpoint

The endpoint does not support
some features specified in the policy
settings.

Upgrade the agent to a supported
version.
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PoLIcyY STATUS

DESCRIPTION

SUGGESTIONS

Settings
changed locally

Some settings on the endpoint or
managed product do not comply
with the settings specified in the
policy because the managed
product administrator has made
some changes through the
managed product console.

Verify the settings on the managed
product console.

Unactivated

The managed product has not

Activate the licenses for the related

licenses activated the licenses for some of services from the License
the services specified in the policy Management screen on the Apex
settings. Central console

Disabled The managed product has disabled | Enable the related services on the

product services

some of the services specified in the
policy settings.

managed product.

Partially Apex Central has enforced a portion | Wait a few minutes and then check
deployed of the policy settings. the status again.

Managed by Another Apex Central is currently Remove the managed product from
[Apex Central managing the managed product. the Managed Server list and add the
server name] managed product to the list again.
Invalid user The user name or password for Verify the user name or password.
name or authentication is incorrect.

password

Invalid product
server or
authentication
information

The server name or the
authentication information is
incorrect.

Verify the server name and the
authentication information.
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PoLicy STATUS DESCRIPTION SUGGESTIONS
Unable to Apex Central cannot use the single «  Check the single sign-on
automatically sign-on function to access the function in the Product
logonto managed product. Directory
product .
« Checkthe connection status of
the MCP agent
+  Change the server connection
type from Automatic to
Manualin the Managed
Servers list.
Web server A web service error has occurred. Check the IS configuration.

configuration
error

Product
communication
error

Unable to access the product
console.

«  Check if you can connect to the
managed product's web
console.

+ Checkthe settings of the
managed product.

Unable to Apex Central cannot establish a Check the connection status of
connect to connection with the managed the managed product.
product product. .

«  Check the network connection
Unsupported The managed product version is not | Upgrade the managed product to a

product version

supported.

supported version.

Network
configuration
error

A network connection error has
occurred.

Check the network connection.

System error.
Error ID: [error
ID number].

A system error has occurred.

Contact your Trend Micro support
representative.
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Chapter 3

Policy Resources

This section contains information about policy resources for integrated
products/services.

O Important
&

Each managed product provides different policy settings that you can configure
and deploy to policy targets. You can find a complete list of supported managed
products and the policy settings for each in the Apex Central Widget and Policy
Management Guide.

You can download a PDF version of the guide, or view the guide online, using
the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx

Topics include:
Application Control Criteria on page 3-2
Data Loss Prevention on page 3-15

Intrusion Prevention Rules on page 3-34

Device Control Allowed Devices on page 3-38
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Application Control Criteria

Configure Application Control criteria that you can then assign to Security
Agent policy rules. You can create “Allow” and “Block” criteria to limit the
applications that users can execute or install on protected endpoints. You can
also create assessment criteria to monitor the applications executing on
endpoints and then refine the criteria based on the usage results.

O Important
You must configure Application Control criteria before deploying an
Application Control policy to Security Agents.

Each managed product provides different policy settings that you can configure
and deploy to policy targets. You can find a complete list of supported managed
products and the policy settings for each in the Apex Central Widget and Policy
Management Guide.

You can download a PDF version of the guide, or view the guide online, using
the following link:

https://docs.trendmicro.com/en-us/enterprise/apex-central.aspx

The following table outlines the tasks available on the Application Control
Criteria screen.
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DESCRIPTION

Add criteria

Click 